
Magecart – Activity and Actors

Protecting against JavaScript Injection
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Agenda

• Ticketmaster Breach Overview
• British Airways Breach Overview
• Magecart Groups
• How to protect against compromise
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What happened

• Breach likely to have affected UK 
customers between February and 23 
June 2018

• International customers between 
September 2017 and 23 June 2018

• Malicious code was embedded in an 
Inbenta Technologies service 
Ticketmaster uses on their websites
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Investigation

• The Challenge:
– RiskIQ crawls and inspects over 2 billion pages a day
– Time-period spanned over 90 days equalling > 200B crawls
– Where to start!

• The approach:
– Focus on Ticketmaster UK
– Script hosted by Inbenta
– Review script resources for suspicious behaviour
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Investigation
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Inbenta.js with injected code
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Inbenta.js deobfuscated

– 67 lines of Code
– Simple skimmer
– Standard Magecart

– Send to: https://webfotce.me/js/form.js
– On pages with: order / checkout / onestep
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Impact

• National / International News Story
• Potential impact to 10 million customers
• ~40,000 credit card details stolen

• The data stolen includes:
– Credit Card number
– Name
– Expiry Date
– CVV

• The theft happened in the user’s browser 
• No WAF, FW, AV, Sniffer… could detect this
• Arguably Ticketmaster were not breached
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Security Advisory

• September 6th, 2018 British Airways 
announces a breach resulting in the theft of 
customer credit card data

– Started 22:58 BST August 21st
– Ended 21:45 BST September 5th
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Investigation
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Investigation

• Changes:
– 22 lines of Code
– When the User pressed “submit” the 

data from the payment form was 
sent to baways.com

– Works in web browser and mobile 
app
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C2 investigation

• BAWAYS.COM
• Hosted in Romania by a 

Lithuanian ISP
• Proper SSL Cert from Comodo
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Magecart
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Who is Magecart?

• Active since 2014
• We have been monitoring their activity since 2015
• Umbrella name for a number of criminal groups with similar MO
• Targeting eCommerce to obtain payment information
• Got better and were able to monetize stolen cards
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Group 1: The start of web based skimming

• Started appearing in 2014 up to 2016
• Going after vulnerable eCommerce Server at scale
• Very simple skimmer going after checkout page:



© 2019 RiskIQ |   Confidential Information 19

Group 3: Filtering forms

• Goes for high volume of compromised websites.
• Also skimming forms, but goes after forms with credit card data.
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Group 4: Taking care of being detected

• Focuses on high volumes of compromises with the goal of getting as 
many cards as possible without specific targeting. 

• They originate, in our belief, from the malware webinjects ecosystem
• Their skimmer is similar to webinject form overlays
• They counteract analysis and try to fingerprint researchers with 

techniques seen in malware!



© 2019 RiskIQ |   Confidential Information 21

Group 5: 3rd party compromise

• Uses ‘standard’ skimmer
• Compromise only 3rd parties, don’t self-host besides exfil domain

– Inbenta - Seen on 1600+ sites
– SociaPlus - Seen on 5000+ sites (engagement)
– Clarity Connect - Seen on 40+ sites (used in agriculture)
– Social Annex - Seen on 500+ sites (loyalty / advocacy program)
– Flashtalking - Seen on 1200+ sites (also loaded in ads)
– CompanyBe - Seen used 300+ sites (checkout process only)
– PushAssist - Seen on 2000+ sites (Generic analytics)
– Shopper Approved - Seen on 7000+ sites (eCommerce site-seal)
– Feedify - Seen on 1000+ sites
– ShopBack - Seen on 2000+ sites
– SAS Net Reviews - Seen on 2000+ sites (Review site-seal)
– ….
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Group 6: Targeting for high volume

• Highly targeted, integrated with the payment process, super simple 
skimmer code, impersonates infrastructure of victim

– britishairways.com/gateway/cms/processing/
– baways.com/gateway/app/dataprocessing/api/

– secure.newegg.com/GlobalShopping/CheckoutStep2.aspx
– neweggstats.com/GlobalData/
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Group 7: Proxies for exfiltration

• Skimmer uses compromised hosts to exfiltrate data to server as 
proxy

• Harder to perform takedowns
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Magecart Evolving

• New groups, 8 - 12
– 8 and 10 same TTP’s different infrastructure
– 9 similar but seen competing for compromised sites
– 11 broadening the skimming

– Using admin, password, etc. as new keywords
– 12 targeting 3rd parties

– CDN / Ads as delivery vehicle
– French and German now included
– Adverline, very successful
– Improved masking techniques
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Group 9: not playing nicely with Group 3

• Found on several sites
• Targeting data quality of competing group

Credit: Willem de Groot: https://gwillem.gitlab.io

Detect other group

Generate single digit random number

Insert in CC number
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Group 11: Broadening the scope

• Code includes admin, account, login and password
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Group 12: Skimming at scale

• Using script tags
• Sophisticated integrity checks and anti-analysis techniques
• Introduced French and German
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Group 4: Still very active
• Highly advanced group
• Observed changes

– Reduced IP overlap, max 5 domains / IP
– Added more hosting services to reduce / 

avoid takedowns
– Increased # of masking / benign libraries
– Upgraded skimmer, active code now 

~150 lines (previously >1500)
– Now skims (vs phishing style overlay)
– Improved exfil process

– Includes encryption

• RiskIQ actively tracking and taking down infrastructure
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New (Not Yet Attributed) Activity

• Significant spike in scripts stored 
in Amazon S3

• Organisations are storing JS in 
world writable buckets!

• Scripts are being modified at 
scale

• Many victims (possibly 100,000’s)
• Victims include prepay credit card 

providers
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Other updates
• Group 7 experimented with Malware drops

– Seen last year, no recent activity observed

• Tech Support scammers trying to join in
– No successful implementations seen so far

• ~20 Off-Shelf skimmers in active use across the Magecart groups

• Still seeing 40-50 Magecart compromises a day
– The tip of the iceberg
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What Can You Do To Protect Your Assets?

• Understand and manage your external attack surface
– Review and remove unnecessary scripts

•
• Implement appropriate security controls for Javascript:

– Use iframe sandboxing
– CSP (Content security policy)
– SRI (Sub-resource Integrity Checking)

• Continuous auditing and analysis of your attack Surface

• Speak to your Technical Account Manager about JavaScript reporting and 
monitoring



riskiq.com

terry.bishop@riskiq.net
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MyPillow Website 
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Take a look at this in PassiveTotal
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You do the rest!

• RiskIQ PassiveTotal
– Sign up: https://community.riskiq.com/registration

https://community.riskiq.com/registration

