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Methodology

The information provided in this report is limited to open source and publicly available data
discovered through standard, commonly known browsing techniques and keyword searches. To
provide efficient results, RisklQ may use websites that require payment in exchange for
aggregation of data that is otherwise publicly available without payment and could be obtained
by anyone accessing the correct sites or engaging the correct third parties to obtain the
information. Information presented in this report is cross-checked against multiple sources for
full verification; however, some assessments and conclusions are based on incomplete
information and represent the RiskIQ analyst’s judgment based on patterns and data available.

Disclaimer

The information provided in this report is “as-is” and Customer acknowledges and agrees that
RisklQ makes no representation or warranty, express or implied, as to the accuracy or
completeness of the information. Customer agrees that RisklQ shall not have any liability
resulting from Customer’s use of this information.
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Notable Events in the Past 24 Hours

New York Governor Andrew Cuomo issued an executive order requiring all New York residents
to wear face masks while out in public. The new rule applies when individuals are in situations
where maintaining social distancing is not possible, such as when on a subway platform or
walking on a busy street. Residents were given a three-day warning to comply with the new

policy.

The Justice Department’s Office of Inspector General will inspect federal Bureau of Prisons
facilities to evaluate the adequacy of COVID-19 prevention plans and procedures. More than
450 federal inmates and 280 Bureau of Prisons employees have tested positive for the virus;
seventeen federal inmates have died since mid-March.

Missouri Governor Mike Parson said he will begin a phased approach to reopening the state
after lockdown procedures end, while acknowledging that adequate testing must be in place
before that can happen. Parson reported the state is currently conducting around 3,000 tests
per day, but the state needs to be testing between 40,000 and 50,000 per day.

The Pennsylvania State Senate passed a bill that would partially lift the lockdown procedures;
the bill is now sitting on Governor Tom Wolf's desk. Senate Bill 613 requires the governor to
adhere to federal guidelines on which businesses are allowed to reopen, provided they comply
with CDC and Cybersecurity and Infrastructure Security Agency mitigation strategies. Wolf has
not indicated whether he will sign the measure, but said he is considering it.

About 10,000 employees representing twenty-seven of Major League Baseball’'s (MLB) thirty
teams will take part in an antibody study. MLB is teaming up with Jay Bhattacharya, a professor
of medicine at Stanford University, and Daniel Eichner, the president of Sports Medicine
Research and Testing Laboratory, to better understand the prevalence of COVID-19. A study of
this nature would normally take a year or more to complete, but is already nearing completion
after one month due to MLB’s assistance.

University Hospital in New Jersey has been hard-hit by COVID-19. The hospital is dealing with
high patient caseloads and also reports 200 of 664 employees have either tested positive for the
virus or are at home taking care of sick family members. Shereef Elnahal, CEO of University
Hospital, reported the U.S. Army will provide medical workers to help overcome the staffing
shortfall.

Over 5 million Americans filed for first-time unemployment claims last week, which brings the
total jobless claims to 22 million. These job loss figures have essentially negated ten years’
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https://www.marketwatch.com/story/new-york-gov-andrew-cuomo-orders-all-new-yorkers-to-wear-a-face-mask-in-public-2020-04-15
https://thehill.com/policy/healthcare/493065-doj-watchdog-to-inspect-federal-prisons-after-hundreds-diagnosed-with
https://thehill.com/homenews/state-watch/493063-missouri-may-start-to-reopen-in-coming-weeks
https://thehill.com/homenews/state-watch/493060-pennsylvania-state-senate-votes-to-override-governors-stay-at-home-order
https://www.wsj.com/articles/mlb-employees-to-participate-in-coronavirus-antibody-study-11586944803
https://www.foxnews.com/us/army-coronavirus-new-jersey-hospital-newark
https://www.bloomberg.com/news/articles/2020-04-16/u-s-jobless-claims-total-5-25-million-in-week-four-of-lockdown
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worth of job growth. Current figures suggest that the unemployment rate is hovering around
17%, which is substantially higher than the 10% unemployment during the 2009 recession.

The major banks in the U.S. are anticipating a flood of loan defaults as households and
business customers take a big financial hit from the coronavirus pandemic.

New Chinese export restrictions have left American companies’ U.S.-bound face masks, test
kits and other medical equipment urgently needed to fight the coronavirus stranded, according
to businesses and U.S. diplomatic memos.

The initial $349 billion pool for emergency loans for small businesses derailed by the
coronavirus pandemic has run dry as Republicans and Democrats squabble over how to
replenish the relief program.

The flow of illegal drugs, including methamphetamines and heroin, has slowed down during the
coronavirus-caused lockdowns around the U.S., the nation’s top drug-enforcement official said.
“What we're really seeing right now are supply-chain disruptions of nearly all illicit drugs,” Uttam
Dhillon, acting administrator at the Drug Enforcement Administration, said in an interview.
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https://abcnews.go.com/Business/wireStory/bank-america-1q-profit-falls-45-due-virus-70159176?cid=clicksource_4380645_2_heads_hero_live_headlines_hed
https://abcnews.go.com/alerts/Coronavirus
https://www.wsj.com/articles/chinas-export-restrictions-strand-medical-goods-u-s-needs-to-fight-coronavirus-state-department-says-11587031203?mod=djem10point
https://thehill.com/policy/finance/492919-small-business-loan-program-runs-out-of-funds-amid-debate-over-new-bill
https://www.wsj.com/articles/coronavirus-disrupts-illegal-drug-supply-in-u-s-dea-official-says-11587043059?mod=hp_listb_pos2
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Digital Exploitation

Hackers are selling two critical vulnerabilities for the video conferencing software Zoom that
would allow someone to hack users and spy on their calls, according to Motherboard. The two
flaws are zero-days, and are currently present in Zoom’s Windows and MacOS clients,
according to the report.

Researchers from BitSight found that remote-work users are more likely to have malware on
their devices, according to LookingGlass reporting. BitSight found that Trickbot malware was
three times more likely and the Mirai botnet was twenty times more likely to be on home office
networks than corporate networks. The Trickbot malware has been leveraged in order to deliver
Ryuk ransomware to target hospitals, local and state governments, and corporations.

Facebook said today (04/16/2020) it will begin alerting users if they have interacted with harmful
misinformation about COVID-19. This effort is a part of a series of new, aggressive steps to
combat what health authorities have described as a global “infodemic.”

Governments are imposing new digital surveillance tools to track and monitor individuals to slow
the pandemic. While many citizens have welcomed tracking technology, some privacy
advocates are wary, concerned that governments might not be inclined to unwind such
practices after the health emergency has passed, according to the Wall Street Journal,
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https://www.vice.com/en_ca/article/qjdqgv/hackers-selling-critical-zoom-zero-day-exploit-for-500000
https://www.washingtonpost.com/technology/2020/04/16/facebook-will-alert-people-who-have-interacted-with-coronavirus-misinformation/
https://www.wsj.com/articles/coronavirus-paves-way-for-new-age-of-digital-surveillance-11586963028
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New Blacklist Data

hxxps://stayactive-covid-19[.]Jcom/
hxxps://letsfightcovid-19[.]Jorg/
hxxps://covid-19[.Jcom[.]im/
hxxps://covid-19-medical-mask[.Jcom/
hxxps://covid-19maskprovider[.Jcom/
hxxps://covid-19contained[.Jcom/
hxxps://covid-19campaign[.Jcom/
hxxp://coronavirustbt[.Jcom/
hxxps://mta[.Jnausal[.Jcom/amex/American-Express-Covid-19-Stay-at-home/home/
hxxp://American-Express[.]xvmiznat[.]Jcom/
hxxps://no-covid-19-shop[.]Jmyshopify[.]Jcom/

hxxps://worldwear3[.]Jcom[.]Jau/
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COVID-19 Email Spam Statistics

RisklQ analyzed its spam box feed for the time period of 04/15/2020-04/16/2020. During this
period, RisklQ analyzed 178,289 spam emails containing either “*corona*” or “*covid*” in the
subject line. There were 19,002 unique subject lines observed during the reporting period. The
spam emails originated from 11,738 unique sending email domains and 14,476 unique SMTP IP
Addresses. Analysts identified 987 emails which sent an executable file for Windows machines.

RU (0.79%)
VN (1.42%)
IT (1.68%)

FI (2.01%)
PL (2.26%)

PY (2.27%)

CA (2.96%)
US (45.96%)

AR (3.4%)

DE (3.44%)

=
7

FR (3.49%)

NO (3.74%)

IN (4.67%)

AU (4.78%)
CN (6.81%)

Spam emails by country of origin
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Top 25 Subjects

18,286 - Honeywell FFP2 Masken gegen Corona

14,199 - Original Honeywell Atem-Schutz-Masken 18,90 gegen COVID19
9,044 - Original FFP2 Masken von Honeywell gegen Corona

5,729 - UNITED NATIONS COVID-19 STIMULUS PACKAGE GRANTS
4,245 - Ethical Pandemic Coronavirus Supplies

3,918 - coronavirus.mascarilla de proteccion facial

3,502 - ATTN:UNITED NATIONS COVID-19 STIMULUS PACKAGE GRANTS
3,328 - The Corona Letter: New rules for locked down India

3,056 - Maski COVID-19 koronawirus 69,9 zt / 10 sztuk

3,038 - CORONAVIRUS ALERT: Breathing Mask

2,798 - Fight COVID-19 with $100 at Drive Thru!

2,709 - Message from Airtel CEO - Keeping you connected during COVID - 19

2,537 - Welche Maske sollten Sie gegen das Coronavirus tragen? Hier die Informationen und

alles Wissenswerte
2,128 - Geef je weerstand een boost tegen het Corona Virus!

1,740 - The Mask that can prevent Coronavirus now

1,735 - Winners: COVID-19 Stay-at-Home CBT and Essay Challenge + Other Challenges

1,499 - Re: Disposable Mask for Coronavirus (FDA/CE Certificated)
1,445 - Purchase Order (PO For-COVID-19 Products)

1,109 - Re: Urgent Covid-19 (Equipment)

1,100 - Tunel Sanitizante COVID-19

1,084 - [REDACTED_DOMAIN] COVID'19 Relief Funds
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22. 1,065 - COVID-19 COMPENSATION FUND
23. 944 - YOUR AUTOMATED INVESTMENT FUTURE CORONA MILLIONAIRE

24. 904 - Africans in China being blamed for the spread of COVID19 are being evicted from
apartments & hotels

25. 856 - Coronavirus is spreading, this specialized mask can control it

Top Subjects Containing Attachments with Executable Files for Windows
Machines (PE/EXES)

1. 629 - RE: NEW ORDER CORONAKITS

2. 242 - Fight Against Covid-19 Pandemic

3. 67 -COVID-19 Prevention and guidelines

4. 18 - FREE COVID-19 Test Kits/PPE kits

5. 18- COVID-19 prevencao e orientagdes

6. 6-FW:COVID-19 LOCK-DOWN / SHIPPING DOCUMENTS
7. 5-WTO_INTVTN_COVID-19

8. 2 - COVID-19 Prevention and guidelines....
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Top Countries Sending SPAM - Covid?/Coronavirus Contained in Subjects
(by Geolocation on SMTP IP Address)

© N OR DN =

71,423 US
10,583 CN
7,432 AU
7,255 IN
5,819 NO
5,417 FR
5,342 DE
5,289 AR
4,607 CA

. 3,632 PY
.3,5614 PL
. 3,128 FI

.2,931 GB

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
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2,614 1T

2,352 BR
2,206 VN
1,754 EC
1,549 BE
1,528 HK
1,456 NL
1,222 RU
1,162 ES
1,104 ZA
1,095 JP
1,093 HU
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COVID-19 Host, Domain, and Mobile App Tracking

RisklQ gathers data relating to newly-observed hosts and domains containing COVID-19,
COVID19, or Coronavirus in the host or domain name and mobile apps containing COVID-19,
COVID19, or Coronavirus in the title or description. A summary of data collected is contained in
this section.

Domains and Hosts

Domains: 63,591

Hosts: 72,689

Hosts and Domains with Potential Mail Servers: 275
Email-Capable Domains and Hosts: 23,358

Live Hosts and Domains Not Parked: 28,334

Apps on Official Stores

Mobile Apps
1. Apps in Official Stores: 346
(See Graph)
a. Google Play Store: 190
b. Apple App Store: 146
c. Windows Phone: 9
d. Amazon: 1

Apple App Store

~—— Google Play Store

2. Apps in Secondary/Hybrid

Apps on Secondary and Hybrid Stores by store
Stores: 672 (See Graph)

A2ZAPK

3. Blacklisted Mobile Apps by \\\\\”

a. Secondary: 27 ksl _— ApkGk
b. Hybrid: 1 %

APKMirror
c. Official: 1
nd Android-APK

Feral Android Apps

DownloadAPK —
AndroidFreeware —

APK Support 1

androidapk —/
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Facts and Figures at a Glance

Data is from Johns Hopkins Coronavirus Resource Center.
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Global

U.S.

Total Cases: 2,081,969
Total Fatalities: 138,487
Countries w/ Confirmed Cases: 185

Total Cases: 639,733
Total Fatalities: 30,990

Jurisdictions Reporting Cases: 54 (50 states, District of Columbia, Puerto Rico, Guam,

and U.S. Virgin Islands)

Highest COVID-19 Case Count: U.S.

States
1.
2. New Jersey: 71,030
3. Massachusetts: 29,918

New York: 214,832

Counties
1.

2
3
4
5.
6.
7
8
9
1

0.

New York City (NY): 118,302
Nassau County (NY): 26,715
Suffolk County (NY): 23,708

. Westchester County (NY): 20,947

Cook County (IL): 17,306

Wayne County (Ml): 12,544
Bergen County (NJ): 10,848

Los Angeles County (CA): 10,517
Essex County (NJ): 8,579
Hudson County (NJ): 8,511

CONFIDENTIAL
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https://coronavirus.jhu.edu/
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Stay-At-Home/Shelter-In-Place Orders

State

California
lllinois

New Jersey
New York
Connecticut
Kentucky
Louisiana
Ohio
Oregon

Washington
Delaware

Indiana
Michigan

New Mexico
Massachusetts
West Virginia
Hawaii
Wisconsin
Vermont

Idaho
Colorado
Minnesota
New Hampshire

Start

03/19
03/21
03/21
03/22
03/23
03/23
03/23
03/23
03/23
03/23
03/24
03/24
03/24
03/24
03/24
03/24
03/25
03/25
03/25
03/25
03/26
03/27
03/27

End

TBD

04/30
TBD

TBD

04/22
TBD

04/30
05/01
TBD

05/04
05/15
04/20
04/30
04/30
05/04
TBD

04/30
04/24
05/15
04/30
04/26
05/04
05/04

State

Montana
Rhode Island
Alaska
Kansas

North Carolina

Maryland
Virginia
Arizona
Tennessee
Washington, DC
Nevada
Pennsylvania
Oklahoma
Texas

Maine

Florida
Georgia
Mississippi
Alabama
Missouri

South Carolina
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Start

03/28
03/28
03/28
03/30
03/30
03/30
03/30
03/31
03/31
04/01
04/01
04/01
04/01
04/02
04/02
04/03
04/03
04/03
04/04
04/06
04/07

End

04/24
05/08
04/21
04/19
04/29
TBD

06/10
04/30
04/30
04/24
04/30
04/30
04/30
04/30
04/30
04/30
04/30
04/20
04/30
04/24
TBD
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http://www.gov.ca.gov/
https://www2.illinois.gov/Documents/ExecOrders/2020/ExecutiveOrder-2020-10.pdf
https://covid19.nj.gov/faqs/nj-information/general-public/governor-murphy-announces-statewide-stay-at-home-order-closure-of-all-non-essential-retail-businesses#direct-link
https://www.governor.ny.gov/news/governor-cuomo-issues-guidance-essential-services-under-new-york-state-pause-executive-order
https://portal.ct.gov/-/media/Office-of-the-Governor/Executive-Orders/Lamont-Executive-Orders/Executive-Order-No-7H.pdf?la=en
https://kentucky.gov/Pages/Activity-stream.aspx?n=GovernorBeshear&prId=101
https://gov.louisiana.gov/home/
https://governor.ohio.gov/wps/portal/gov/governor/media/news-and-media/ohio-stay-at-home-order-extended-through-may-1
https://www.oregon.gov/newsroom/Pages/NewsDetail.aspx?newsid=36240
https://thehill.com/homenews/state-watch/490961-washington-state-expands-stay-at-home-order-to-may-4
https://governor.delaware.gov/wp-content/uploads/sites/24/2020/03/Fifth-Modification-to-State-of-Emergency-03222020.pdf
https://calendar.in.gov/site/gov/event/governor-issues-new-stay-at-home-order/
https://www.michigan.gov/whitmer/0,9309,7-387-90499_90705-522626--,00.html
https://cv.nmhealth.org/2020/04/06/stay-at-home-order-extended/
https://www.mass.gov/news/governor-charlie-baker-orders-all-non-essential-businesses-to-cease-in-person-operation
https://governor.wv.gov/Documents/2020%20Executive%20Orders/STAY-AT-HOME-ORDER-MARCH-23-2020.pdf
https://governor.hawaii.gov/wp-content/uploads/2020/03/2003162-ATG_Third-Supplementary-Proclamation-for-COVID-19-signed.pdf
https://evers.wi.gov/Documents/COVID19/EMO12-SaferAtHome.pdf
https://governor.vermont.gov/press-release/governor-phil-scott-extends-state-emergency-vermont
https://coronavirus.idaho.gov/statewide-stay-home-order/
https://www.cpr.org/2020/04/06/watch-gov-jared-polis-colorado-coronavirus-statewide-address/
https://mn.gov/governor/covid-19/
https://www.governor.nh.gov/news-media/press-2020/20200326-emergency-order-17.htm
https://helenair.com/news/state-and-regional/govt-and-politics/bullock-pushes-stay-at-home-order-other-closures-to-april-24/article_5b4a6540-68a8-5281-91f8-02f8638ce46a.html
https://whdh.com/news/ri-stay-at-home-orders-extended-to-may-8-providence-parks-closed/
https://gov.alaska.gov/home/covid19-healthmandates/
https://governor.kansas.gov/wp-content/uploads/2020/03/EO20-16.pdf
https://files.nc.gov/governor/documents/files/200327_FAQ-SAH-Order_FINAL.pdf
https://governor.maryland.gov/wp-content/uploads/2020/03/Gatherings-FOURTH-AMENDED-3.30.20.pdf
https://www.governor.virginia.gov/media/governorvirginiagov/executive-actions/EO-55-Temporary-Stay-at-Home-Order-Due-to-Novel-Coronavirus-(COVID-19).pdf
https://azgovernor.gov/sites/default/files/eo_2020-18_stay_home_stay_healthy_stay_connected_1.0.pdf
https://publications.tnsosfiles.com/pub/execorders/exec-orders-lee27.pdf
https://mayor.dc.gov/release/mayor-bowser-issues-stay-home-order
https://nvhealthresponse.nv.gov/wp-content/uploads/2020/04/Declaration-of-Emergency-Directive-010-Stay-at-Home-3-31-20.pdf
https://www.governor.pa.gov/newsroom/gov-wolf-sec-of-health-pennsylvania-on-statewide-stay-at-home-order-beginning-at-8-pm-tonight-most-prudent-option-to-stop-the-spread/
https://okpolicy.org/oklahomas-safety-requires-statewide-stay-at-home-order/
https://gov.texas.gov/news/post/governor-abbott-issues-executive-order-implements-statewide-essential-services-and-activities-protocols
https://www.newscentermaine.com/article/news/health/coronavirus/gov-mills-issues-statewide-stay-home-order/97-64c2ece0-4e95-4cf0-899c-a88a8356f135
https://floridahealthcovid19.gov/news/
https://gov.georgia.gov/press-releases/2020-04-01/kemp-toomey-carden-bryson-give-covid-19-update
https://www.sos.ms.gov/Education-Publications/ExecutiveOrders/1466.pdf
https://governor.alabama.gov/assets/2020/04/Final-Statewide-Order-4.3.2020.pdf
https://governor.mo.gov/press-releases/archive/governor-parson-issues-statewide-stay-home-missouri-order-control-contain
https://governor.sc.gov/sites/default/files/Documents/Executive-Orders/2020-04-06%20eFILED%20Executive%20Order%20No.%202020-21%20-%20Stay%20at%20Home%20or%20Work%20Order.pdf
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Governmental Guidance

State & Local Governments

California

As of 04/16/2020, California has 27,098 confirmed COVID-19 cases and 890 deaths. Three
southern California churches which want to remain open amid the coronavirus pandemic filed a
lawsuit against Governor Gavin Newsom and other officials Monday, arguing that stay-at-home
orders violate their First Amendment right to freedom of religion and assembly. According to the
lawsuit, one plaintiff, James Moffatt, senior pastor at Church Unlimited in Indio, was fined
$1,000 for violating Riverside County’s order by holding a Palm Sunday service.

lllinois

As of 04/16/2020, lllinois has 24,593 confirmed cases of COVID-19 and 949 deaths. Chicago
police are setting up checkpoints throughout the city both to remind people about the statewide
stay-at-home order during the coronavirus outbreak and to “show a strong police presence” in
areas hit by violence. Each of the city’s 22 patrol districts will have one checkpoint each day,
staffed by a supervisor and an unspecified number of officers.

New York

As of 04/16/2020, New York has 214,832 confirmed COVID-19 cases and 14,073 deaths. New
York City revised its COVID-19 death toll sharply upwards to more than 10,000 people. The
soaring death toll is fueled by the addition of 3,778 people who had not been tested for
COVID-19, but are presumed to have died from it. Last week, New York City Mayor Bill de
Blasio admitted the official death toll was probably too low as many people who died at home or
in nursing homes were not included. The current death toll for New York City is 10,899.

Texas

As of 04/16/2020, Texas has 16,289 confirmed cases of COVID-19 cases and 391 deaths.
Judge Tim Sulak said Wednesday that he will move forward with an order easing restrictions for
voting by mail in Texas in light of the new coronavirus pandemic. He told the attorneys he will
issue a temporary injunction allowing all voters who risk exposure to the coronavirus if they vote
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https://www.foxnews.com/us/california-coronavirus-newsom-churches-sue-lawsuit-stay-at-home-order-social-distancing-first-amendment
https://www.chicagotribune.com/coronavirus/ct-coronavirus-chicago-police-checkpoints-20200415-jug6ysdm65eopcqxep54tvqj4a-story.html
https://www.theguardian.com/us-news/2020/apr/15/new-york-city-coronavirus-death-toll-jumps-revised-count
https://www.texastribune.org/2020/04/15/texas-judge-will-issue-order-could-greatly-expand-mail-voting/
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in person to ask for a mail-in ballot under a portion of the Texas election code allowing absentee
ballots for voters who cite a disability.

Washington, DC

As of 04/16/2020, the Washington, D.C. region has a total of 18,729 confirmed COVID-19 cases
with 6,500 in Virginia, 10,032 in Maryland, and 2,197 in the District. The District of Columbia has
a total of 72 deaths, Virginia has 195 deaths, and Maryland has 311 deaths. Virginia’s shutdown
of nonessential businesses has been extended to May 8. The order had been set to expire next
week before Governor Ralph Northam extended it. The stay-at-home order remains in place
until June 10. D.C. Mayor Muriel E. Bowser extended the public health emergency until May 15.
It had previously been set to expire after April 24.
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https://www.wsls.com/news/local/2020/04/15/gov-northam-extends-non-essential-business-closure-until-may-8/
https://thehill.com/homenews/state-watch/492928-dc-extends-stay-at-home-order-through-may-15

@RISK“’;‘ zzaailan;IF'ﬁg

San Francisoo, C& 84111
United Slates

End Report
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