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Advanced Use Case:
Humanitarian Aid Group Investigation

Scenario:

You are a freelancing human rights cybersecurity analyst. You have been contacted by a humanitarian aid group
that claims they were attacked and need your help with conducting the cyber investigation. You have been given
some background information and a twitter post to begin your investigation.

Background:

Venezuela is currently in the throes of a major political crisis as opposition leader and self-declared interim
President Juan Guaidd is attempting to oust the incumbent President, Nicolas Maduro, who had been re-elected for
a second term in a very controversial election that many are refusing to recognize as legitimate.

Back in February, shortly after declaring himself as interim president, Guaidd called for citizens of Venezuela to
volunteer in helping international organizations deliver humanitarian aid to the country because Maduro was
refusing to accept aid and blocking desperately needed supplies, food, and medicine at their borders.

A website was set up where volunteers could register to help, which required them to provide personal information
such as their name, phone number, address, and whether they have things like a medical degree or a car.

This website appeared online on February 6th. Only a few days later, on February 11th, the day after the public
announcement of the initiative, another almost identical website appeared with a very similar domain name and
structure.

Only people inside Venezuela seemed to be affected by this attack.
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Twitter posts started to be released of an identical fraudulent welbsite. Here is a screenshot of the twitter posts.
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Reported fraudulent website Voluntariovenezuelal.Jcom, 159[.]165[.]65[.]194,
The legitimate website is www([.]voluntariosxvenezuelal.Jcom.

It was reported soon after that website went up that only people in Venezuela trying to visit the original website
www/[.]voluntariosxvenezuela[.Jcom was being redirected to the fake website www/[.] voluntariosvenezuelal.Jcom
via DNS spoofing.

DNS spoofing, which is a type of attack that corrupts domain name servers to redirect internet traffic from
legitimate servers to malicious ones.
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Below are screenshots from the two websites. The one that is underlined in red is the reported fraudulent website.
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Goal:

Your goal is to investigate both websites from back in February 2019 and determine the following and provide your
evidence:

1. Is www[.]voluntariovenezuelal.Jcom fraudulent?

2. Are any other websites also infringing on the real website www[.]Jvoluntariosxvenezuelal.Jcom?
3. Can you determine or infer who is behind this domain infringing DNS poison attack?

4. Are there any other websites that the threat actor is currently using or has used in attacks?

5. What are some ways people can protect against DNS spoofing?

Search:

Fist Search: Perform a search for www/[.]Jvoluntariosxvenezuela[.]Jcom
https:/community.riskig.com/search/www.yoluntariosxvenezuela.com

Second Search: Perform a search for www/[.]voluntariovenezuelal.Jcom
https:/community.riskig.com/search/www.oluntariovenezuela.com
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Step 1: search for wwwl[.]voluntariosxvenezuelal[.]Jcom

https://community.riskig.com/search/www.voluntariosxvenezuela.com
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Determine the characteristics of the real website www/[.]Jvoluntariosxvenezuelal.Jcom

From the resolutions tab, we can see the IP addresses are from Amazon.com, Inc. according to the ASN number
based in the United States.

Step 2: Click on the WHOIS tab
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In the change history section on the left side of the screen click on the earliest date.

The WHOIS information shows the website was originally registered to Delcos Group in the city of Maracaibo
in Venezuela. The registrant is Sigerist Rodriguez.
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Step 3: Click on the Certificate tab

In order to see the results that occurred back in February, you will need to use the timebar. Click on the far left side
of the timebar.

2019-02-03 to 2019-08-10

The results will now refresh and display six months of data starting on February 3, 2019.
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Certificates are a combination of paid Amazon and Let’s Encrypt free certificates. The DNS spoofing could have
tainted the results because the domain was redirecting to fraudulent infrastructure. Until the other domain has
been examined, we will not be able to conclusively determine if the real domain also had free Let’s Encrypt SSL
certificates.
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Step 4: Click on the Subdomains Tab
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Subdomains are not showing anything unusual and are all part of the same domain voluntariosxvenexuelal.Jcom

Step 5: Click on the Hoist Pairs tab
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The Host Pairs tab does not show any current or past relationship with content going to or coming from the
fraudulent welbsite under investigation. Sometimes threat actors will create their website, and have it pull content
directly from the real website. In this particular case, we do not see any of that type of activity on www/[.]
voluntariosxvenexuelal.Jcom.
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Step 6: Click on the Components tab
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None of the components appear to be associated with malicious activity.

Step 7: Click on the Trackers tab

Now we want to examine the tracker and cookies from wwwl[.]voluntariosxvenexuela[.Jcom to see if the threat
actor duplicated the real website’s cookies and trackers into the fraudulent website.
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Step 8: Pivot search on the GoogleAnalyticsTrackingld value ua-133772483-2
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Right-click on ua-133772483-2 and open it in a new tab.

The URL should be https://community.riskig.com/search/trackers/GoogleAnalyticsTrackingld/ua-133772483-2
We now see some interesting results.
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voluntariosxvenexuelal.Jcom and www/[.]voluntariosxvenexuelal.Jcom is using Google Analytics Tracking Id as
expected. But four different websites now appear to be using the same Google Analytics tracking id.

voluntariosxxvenzuelal.Jcom, www/[.]voluntariosxxvenzuelal.]Jcom, voluntariovenezuelal[.Jcom, and www.
voluntariovenezuelal.Jcom
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Step 9: Now go back to the previous tab for www/[.]voluntariosxvenezuela[.Jcom and click
on the cookies tab

https:.//community.riskig.com/search/www.voluntariosxvenezuela.com
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Here we see just one cookie name that appears to be unique associated with legitimate domain
voluntariosxvenezuelal[.Jcom.

Step 10: Pivot search on the cookie name _gat_gtag UA 133772483 2
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Right-click on the cookie name _gat _gtag UA 133772483 2 and open the link in a new tab.

https:/community.riskig.com/search/cookies/name/ gat gtag UA 133772483 2
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Now we see the two hosts using a cookie from the legitimate domain voluntariosxvenezuela.com (in green). We
also see four different hostnames pointing to two different potential fraudulent domains. voluntariosxxvenzuelal.]
com, wwwl[.Jvoluntariosxxvenzuelal.Jcom, voluntariovenezuelal[.]Jcom, and www.voluntariovenezuelal.Jcom. These
are the same domains that were also using the legitimate domain’s Google Analytics Tracking Id.
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Step 11: Investigating the domains utilizing web crawl data

Now we will examine the legitimate and potential fraudulent domains to see how the websites appear now and
back in February 2019.

It is important not to directly visit the websites you are investigating. The websites might contain malware, or the
threat actors could be monitoring who is visiting the website. Also, the threat actor might be filtering traffic, to
block traffic from the attacked domain or it could look different from the organization.

The attack happened back in February 2019 so the websites might not be up anymore. We will now do a web crawl
of one of the fraudulent domains.

In a new tab go to https://urlscan.io

In the search field search for the domain www/[.]voluntariovenezuelal.Jcom
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www.voluntariovenezuela.com
URL: http://www.oluntariovenezuela.com
‘Submission: On October 15 via manual (October 15th 2019, 7:31:32 pm) from US B
Screenshot E3
We could not scan this website!
Error text of the first response:
net::ERR_ABORTED
This can happen for multiple reasons:
= Thesite could not be contacted (DNS or generic network issues)
= The site uses insecure TLS (weak ciphers e.g)
= Thesite requires HTTP authentication
Take alook at the JSON output or the screenshot to determine a possible cause.
Live Screenshot [ = Zimage |

Built with ¥ by Jojo

W Folow Guriscanio

This welbsite does not seem to be infringing at this time. Now let us search for any results in the base back in
February 2019.
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Step 12: Using urlscan.io look for any previous crawls for the domain wwwl[.]
voluntariovenezuelal.Jcom

Click on search in the title bar and search for www[.]voluntariovenezuelal.Jcom
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O IP:184.168.221.48 - PTR: ip-184-168-221-48.ip.secureserver.net - Server: Microsoft-11S/7.5 Via: manual
GeolP: B Scottsdale,US - AS26496 (AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC, US)
URL: wwwvoluntariovenezuela.com/ 12 days ago 7548 3 3 2 E
O  IP:50.63.202.59 - PTR: ip-50-63-202-59.ip.secureserver.net - Server: Microsoft-11S/7.5 Via: manual
GeolP: B Scottsdale,US - AS26496 (AS-26496-GO-DADDY-COM-LLC - GoDaddy.com, LLC, US)
URL: wwwvoluntariovenezuela.com/ 8months ago 2578 1 1 1 B

O 1P:159.65.65.194 - Serve
GeolP: B Dallas,Us - AS14

1.14.0 (Ubuntu) Via: manual
61 (DIGITALOCEAN-ASN - DigitalOcean, LLC, US)

URL: securitytrail i m/d 8months ago 989KB 49 16 3 E
i wyolunta / Via: manual

1P: 151.139.243.5 - Serve

GeolP: B Dallas,Us - AS33438 (HIGHWINDS2 - Highwinds Network Group, Inc, US)

URL: wwwoluntariovenezuela.com/ 8months ago 3MB 91 15 2 EE

IP: 159.65.65.194 - Server: Apache/2.4.10 (Debian) Via: manual

GeolP: B Dallas,US - AS14061 (DIGITALOCEAN-ASN - DigitalOcean, LLC, US)

(6resultsin total, 6 shown)

Built with ¥ by Jojo 2019-10-1519:35:47 Terms of Service
Impressum

W Folow Guriscanio Sitemap

Version: 2019-10-14'

Click on the last result about 8 months ago.

C & urlscan.io/result/3{748714-f5ae-47ed-a7f5-77a69768cb4a/ % Ok 2@ ® 0 @

O uriscan. ftHome QsSearch IIAPI  $Live ©@About L Login £) SecurityTrai 5] running

www.voluntariovenezuela.com

URL: https://www.oluntariovenezuela.com/
‘Submission: On February 13 viamanual (February 13th 2019, 2:00:54 am) from VE k&

ASummary #*HTTP 91 (Clinks 6  WBehaviour #loCs | &Similar[8@) [EDOM [ Content BRAPI
Summary Screenshot [ 32Fulimage |

This websi 151Psin2 i 13 domains to perform 91 HTTP
transactions.

The main IP is 159.65.65.194, located in Dallas, United States and belongs to DIGITALOCEAN-
ASN - DigitalOcean, LLC, US. The main domain is wwwvoluntariovenezuela.com.

TLS certificate: Issued by Let's Encrypt Authority X3 on February 11th 2019. Valid for: 3months.

‘The main domain was scanned 5 times on urlscan.io [ showscans s |
305t y similar p: different IPs, domains and ASNs found

AYUDA
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Verdict:
Google Safe Browsing: © Clean
. Lo . / Detected technologies
Additional live information
& WordPress A Website
Domain created: February 11th 2019, 10:03:14 (UTC)
increa s PHP A Website
Domain registrar: GoDaddy.com, LLC i
Certificates: 4 TLS certs observed from 2019-02-11 to 2019-02-14 [ Qertsh | © Debian o+ Website
E, MediaElement js A Website
. . . # Apache A Website
Domain & IP information @ Yoast SEO > Website
IP/ASNs  IPDetail  (Sub)Domains ~ DomainTree  Links  Certificates @ Font Awesome & Website
" 1% Google Analytics A Website
- IPAddress  AS Google Font AP A Website
42 159.65.65.194 BE 14061 (DIGITALOCEAN-ASN - DigitalOcean) -8 Google Tag Manager A Website
2 209.197.3.15 EE 20446 (HIGHWINDS3 - Highwinds Network Group) SweetAlert A Website
1 2a00:1450:4001:814:200a I 15169 (GOOGLE - GoogleLLC) & jQuery A Website
1 2a00:1450:4001:812:2008 B 15169 GOOGLE-GoogleLLC) C recAPTCHA e
12 52669241 E 14618 (AMAZON-AES - Amazon.com)
2 96.126.103.183 E 63949 (LINODE-AP Linode) Stats
1 205.185.208.52 ®E 20446 (HIGHWINDS3 - Highwinds Network Group) 91 8 0 100 53

13 2a00:1450:4001:81f:2003 Bl 15169 (GOOGLE - Google LLC)

Here we see that the domain www/[.]voluntariovenezuelal.]Jcom was infringing on the real domain www/[.]
voluntariosxvenezuelal.]Jcom.



ADVANCED USE CASE: Humanitarian Aid Group Investigation

C @ urlscan.io/screenshots/3f7487f4-f5ae-47ed-a715-77a69768cb4a.png # Ok 2@ ® 0 &

A Coalicion
Ayuday
LCOMO AYUDAR? Libertad
4\ Venezuela
v

La red de voluntarios de la

AYUDA SE VOLUNTARIO
HUMANITARIA — —

ONETE AL VOLUNTARIADG Ceédula de Identidad Teléfono celular
INFORMATE E INFORMA .
SUMEMOS A PROFESIONALES DE LA SALUD

Correa electrénico Profesional delasalud  ~

Tiene teléfono inteligent + Tiene vehiculo

No soy un robot

REGISTRAR

Emergencia Humanitaria Complgja

AYUDA PARA EL MAS
NECESITADO

If you click on the Links section.

@ urlscan.iofresult/3748714-f5ae-47ed-a7{5-77a69768cbda/#links * O 2@ O 0 &

O uriscan. ftHome  QSearch ©About L Login

www.voluntariovenezuela.com
L=

URL: https://www.oluntariovenezuela.com/
‘Submission: On February 13 viamanual (February 13th 2019, 2:00:54 am) from VE k&

ASummary *HTTP 91 ilinks 6  WBehaviour 4+loCs | &Similar/3® [EDOM i Content ERAPI

6 Outgoing links

These are links going to different origins than the main page. For each link, only the first name is shown.

= https://www.twitter.com/VoluntariosxVe/
Title:
= https: n.instagram.com/VoluntariosXVenezuela/
= https: cebook.com/Voluntarios-x-Venezuela-236037707347375/2ti=as

= https:/instawidget.net/v/tag/YoSoyVoluntario

Title: #YoSoyVoluntario
= https://www.facebook.com/Voluntarios-x-Venezuela-236037707347375/
= https://twitter.com/VoluntariosxVe/

Built with ¥ by Jojo Generated on 2019-10-15 19:39:13 Terms of Service
Impressum

W Folow Gurscanio Sitemap.

Version: 2019-10-14T09:36

You can see that the fake wwwf([.]Jvoluntarovenzuelal[.Jcom domain is linking to the real domain
voluntariosxvenezuela twitter, instragram, and facebook accounts.



ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 13: Using urlscan.io for the domain www/[.]voluntariosxxvenezuelal[.Jcom

Do a public scan for www/[.]Jvoluntariosxxvenezuelal.Jcom

“ O & unscanio

* OB > ® @ 0 JDO @ ¢

urlscan. MHome  QSearch  IMAPI  Blve ©@About  Llogin

£7) Security Trails

urlscan.io

A sandbax for the web

wharsluntariononenezuela.com B Public Scan

Recent scans

& un Submitted size & P = A

O www a 1 ! = Manuetak " & 22 seconds ago 457K P9 4
24 seconds ago 4238 1 1 1 M
27 secands agn S5KB 1 1.
28 seconds age 4MB 17 1=
2Bsecondsage 4 330KB 1 3 18
29seconds ago L 19KB 11 1 1.

o atioeroundt m 29 seconds ago BMB 7 33
30 seconds ago 2MB -] 3 4 B
30secondsago L zmB 8 4

o 31 secands ago BMB 7 3=

134667151 public scans - 75488537 intotal

£2) SecurityTrails

Bt with by Joie:

# uriscan.io/resul

O uriscan. AHome QSearch Wam &

www.oluntariosxxvenezuela.com

URL: hitpifwaswvoluntaricsioovenezuela.com
Submission: On Sepbemiser 07 via marual (September rd 2019, 4:52-21 pri from US 1

Screenshot Show

We could not scan this website!

Error bext of the first resporre:
net:ERR_NAME_RESOLUTION_FAILED

This can happen for multiple reasons:

= The site could not be contacted (DNS or generkc network isues)
* The site uses insecure TL
* The site requires HTTP

Take akook at the JSON the screenshat to determine a possible cause.

Live Screenshot [3timage |

The results come back as failed.



ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 14: Using urlscan.io look for any previous crawls for the domain www/[.]
voluntariosxxvenezuela[.Jcom (potential fraudulent domain)

Click on search in the title bar and search for www/[.]voluntariosxxvenezuelal.Jcom

* & & uniscanio/isacch

O) uriscan. MHome Ol Seard War #live @about  Llegn

wwwaluntariosonveneuela com

Search results &=
& uRL Submitted Size & Ps ™ A
URL: =3 3minutesage o8 o o

Wia
URL X3 35 eminutes ago 0B [
Vis:
URL: 3 35minutes aga oB o 0
Wia
URL: v v o wovenesuela & manths g IMB 2 15 2 8
| ok &« PTR: 2 L Sarver. 2 Wia:
Gl 95 . (AS-CHOCP - Choopa, LLE, US)

{4 results in total, 4 shawn)

In the result click on the item that did not fail over 6 months ago that has the IP address 209[.]250[.1255[.]166.

* Ok & @ 0

urlscan.

Summary Screenshot

Thiis website contacted 15 IPs in 2 countries across 13 domaies to perform 92 HTTP
transactios
Thee main P is 20

The main domain was scanned 4 times an urscan o E=

30 structurally similar pages on different |Ps, domains and ASNs found m
Verdict:

Google Safe Browsing: ©

P Ha . & Detected technologies
Additional live information

Domain created: February 18th 2019, 13:25:34 (UTC) - “
Domain registrae: NameCheap, Inc. ;
Certificates: 2 TLS certs observed from 2019-02-19 to 2015-02-1% EEX o
Domain & IP information - 7
IPASNS -
= WP Address AS - “
az -
2 -
i -
-
1
1
2 76126100163 B 63747 (LINODE-AP Linode) Stats
1 20518520852 W] 20446 HIGHWINDS - Highwinds Network Grouel 82 8 0 100 53
13 ZaDI1450:4001814:2003 B 15169 GOOGLE - Googlelle)

https://urlscan.io/result/fledala/-c9e7-4a47-b4ee-dc631961elea

Now we see results from a previous web crawl during the time in question. We can also see a screenshot of the
website and all of the information that was captured during that scan. This domain in the past appeared to have
infringed against the legitimate domain.


https://urlscan.io/result/f1e4a1a7-c9e7-4a47-b4ee-dc631961e1ea/

ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 15: Click on the links tab.

https://urlscan.io/result/fle4ala7-c9e7-4a47-b4ee-dc631961elea/#links

& € & utcaniofwsullTiedstaT-coe7-4847-bss-dcEI19E I na/links # O& % ® 0 J &

O} uriscan. MHome QiSearch AP #live @about Llogin

www.voluntariosxxvenezuela.com
-

URL: https.#wwwoluntariosovenensela.com/
Submission: On February 21 via manusl [February 215t 2019, 8:23-36 pml from VE il

MSemmary  SHITP © Cloks & WBshadour  4ioCs | &5miw @ [00M B Content  BHAR

& Outgoing links

Theese are Briks going to different ariging than the main page. For each link, only the first name is shown.

Titke

Tithe: #vaSoyVoluntarks

Here we see that this potential fraudulent domain is linking to the legitimate Twitter, Instagram, and Facebook
accounts. This information was gathered when urlscan.io previously visited the domain.

Step 16: In urlscan.io search for previous results for the legitimate domain wwwl[.]
voluntariosxvenezuelal.Jcom

Click on search in the title bar and search for www[.]voluntariosxvenezuela[.Jcom

https://urlscan.io/search/#www.yoluntariosxvenezuela.com

© & USCaniolsesrch B W NOLAGOSXVBNAT Al CONTAT * Oh *® 9 O U @ :

O uriscan. MHome QiSearch WAPI  #live  ©About

’ wwwvokintariosavenesuelacom

Search results &=

@ urL Submitted Sie & s = f

LRL: wnswivolkan i el St Thours ago IMB 79 15 & H
o - PR e 4 +- Sarver: & Vis

Gealp W e IAMAZON-0Z - Amazon.com, Inc. USH

URL: wwer t - eli.con Thours agn TMB v 15 & B
o ® 177-PTR 13357 ot e - Sarver: ia

Geolp; = n (AMADON-02 - Amaon.com, Inc. LS}

UL wwewvohunt xvenenuEla tom & months ago SMB ¥ 17 2
o ® 1% - PR o 1294 T i

GealP:; ™ 3 A5 14 AAMAZON-0Z - Amazoncom. Inc. US|

LS v vokantaricarvenaroela: & months ago SMB ¥ 17 2 B
o w» PTR: v 1 J « Sarver: A Wia:

GealP: the AS14 AAMAZON-0Z - Amazon.com, Inc. USH

{4 results in total, 4 shown)



https://urlscan.io/result/f1e4a1a7-c9e7-4a47-b4ee-dc631961e1ea/#links
https://urlscan.io/search/#www.voluntariosxvenezuela.com

ADVANCED USE CASE: Humanitarian Aid Group Investigation

Click on the one with IP 54[.]1230[.122[.1154. https://urlscan.io/result/77040696-2dd7-4635-ac3f-a5¢c96chbd3ff9

O uriscan. AHome QSearch WAM  Hilive @abost  Liogn

www.voluntariosxvenezuela.com Obaprt | o |

Subemitted URL: htt

EMective URL: k
Submissien: O 19 aevl frsen VE
ASememary  SHITP . Gl & Wiehuvicor  $lols | & Smie @ W00M  BContent  EAP

Summary Screenshot P |

This website cantacted 17 1P in 2 countries scross 14 domaies to perform 97 HTTP
transactioes
The main IP is 54.230.

Seatthe. United States and belongs to /A
" ; ATUDA
tariosxveresuia L e
ity X3 on February sth 2019, Valid for: 3months. el

ars scanned 4 times on urtscanio m
i and Ahsfound [

TLS certificate: Issued by

Them

12 structurally similar pages on different |Ps, dos

Verdict:

Sale Browsing: ©

' N & Detected technologies
1live information S

& Wordpress w
ghstry.com 2 —
06 to 2019-02-0% E M i
o v -
: Z . . A e
Domain & IP information 0 i
1PUASHS Qr s
! ] -
55 * -
’1 - »
40 3 ay
2 & i -y
c HA +w
1
2 Stats
11 1 n
97 ' 0 100 56
2

The legitimate and fraudulent domain screenshots appear to be identical.
Legitimate domain wwwl[.]voluntariosxvenezuelal.Jcom

https://urlscan.io/screenshots/77040696-2dd7-4635-ac3f-a5c96¢cbd3ff9.png

Screenshot

Full size: https:/furlscan.io/screenshots/77040696-2dd7-4635-ac3f-a5c96cbd 369, png

#A Coalicion
§ Avyuday

4 Nenezueta
At

AYUDA SE VOLUNTARIO
HUMANITARIA

ONITE AL YOLUNTARIADE

REGISTRAR

Emergencia Humanitaria Complgja

L
AYUDA PARA EL MAS
NECESITADO

Hay clentos de miles de venezolanos que hoy necesitar



https://urlscan.io/result/77040696-2dd7-4635-ac3f-a5c96cbd3ff9/
https://urlscan.io/screenshots/77040696-2dd7-4635-ac3f-a5c96cbd3ff9.png

ADVANCED USE CASE: Humanitarian Aid Group Investigation

Potential fraudulent domain www[.]voluntariosxxvenezuela[.Jcom
https://urlscan.io/screenshots/fledala’-c9e7-4a47-b4ee-dc631961elea.ong

Screenshot
Full size: https:/furlscan.io/screenshots/fledala7-cFe7-4a47-bdee-dc631961e 1ea.pr

La red de voluntarios de la

AYUDA
HUMANITARIA

SE VOLUNTARIO

AYUDA PARA EL MAS
NECESITADO

Now that we have determined that the potential fraudulent domain is using cookies and trackers from the real
domain and appears to have an identical screenshot, we will now investigate it in PassiveTotal.

The website www/[.Jvoluntariovenezuelal.Jcom was infringing on the real domain and the video showed that the
DNS cache redirected ther real domain to this infringing domain. This could happen because of DNS spoofing was
reported and we observed it in the video .

According to Wikipedia
https:/en.wikipedia.org/wiki/DNS spoofing

DNS spoofing, also referred to as DNS cache poisoning, is a form of computer security hacking in which corrupt
Domain Name System data is introduced into the DNS resolver’s cache, causing the name server to return an
incorrect result record, e.g. an IP address. This results in traffic being diverted to the attacker’'s computer (or any
other computer).

That means if a person was in Venezuela and using the DNS servers in Venezuela a poison cache entry could

be entered in and force users to be redirected to a fraudulent IP address. So, if the DNS server entry for wwwl[.]
voluntariosxvenezuelal[.Jcom was changed to point to a different IP address in the cache then all users typing in
that real domain would do a lookup of the IP address in the DNS server. The DNS server would respond with the
cached entry which could have been poisoned with a back IP address. This appears to be what happened from the
twitter posts we were given.


https://urlscan.io/screenshots/f1e4a1a7-c9e7-4a47-b4ee-dc631961e1ea.png
https://en.wikipedia.org/wiki/DNS_spoofing

ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 17: Open a new tab and go the website https://community.riskig.com and search
for the domain wwwl[.]voluntariovenezuelal.Jcom

https:.//community.riskig.com/search/www.voluntariovenezuela.com

Adjust the heatmap by clicking on the beginning of the timebar in order to filter the results to show you the
beginning of February 2019. The heatmap only shows 6 months of results at a time. Since we are investigating

an attack that is a little over 6 months, we have to click on the beginning of the timebar to see the results we are
looking for.

2019-02-13 to 2019-08-17

Q www.voluntariovenezuela.com ©

2019.0241

© categorize
20191015

Query Results

 ANALYST INSIGHTS

ceno I
* HEATMAP

2019:0210 10 2019.0817

» DATA
Resolutions ~ WHOIS  Certificate  Subdomains  Trackers  Components  HostPairs  OSINT  Hashes  DNS  Projects  Cookies
FILTERS © RESOLUTIONS @
1P @8/128) v Show:25 <« 1:250f28 »  Sort:LastSeen Descending v Download  Copy
v % 1342001364 1 Resolve Location Network ASN First Last source Tags
v % 1556aERIsE 1 184.168.221.59 us 184.168.2200122 26496 20190414 20191015 Kaspersky, pingly
vox 18416822133 1
50.63.20251 us 5063.200.0/22 26496 2019.07:30 20191015 Kaspersky, pingly.riskia
v % 18416822138 1
L % 1sares21d0 1 184.168.221.62 s 184.168.2200122 26496 20190617 20191013 Kaspersky
Show ore 0 5063.20259 us 5063200022 26496 20190711 20191008 kaspersky
50.63.202.41 us 5063200022 26496 20190416 20191003 pingly riskiq

v % 5063200022 15



https://community.riskiq.com/search/www.voluntariovenezuela.com

ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 18: Click on the WHOIS tab.

& community.riskig.com/search/w

RISKIQ

2019021
20191045

voluntariovenezuela.com

Q www.voluntariovenezuela.com ©

© categorize

» DATA

CHANGE HISTORY

Organization

Street

ciy

state

Postal

Country

Phone

Nameservers

RECORD FROM 2019-02-15

20190210 10 2019.08-17

Resolutions ~ WHOIS  Certificate  Subdomains  Trackers  Components

Host Pairs

Created 8 months ago

Value
whois godaddy.com

GoDaddy.com, LLC

Voluntariovenezuela.com@domainsbyproxy.com (registrant, admi, tech)
Registration Private (registrant, admin,tech)

Domains By Proxy, LLC (registrant, admin, tech)

DomainsByProxy.com 14455 N. Hayden Road (registrant, admin, tech)
Scottsdale (registrant, admin,tech)

Arizona (registrant, admin, tech)

85260 (registran, admin tech)

US (registrant, adrmin, tech)

14806242599 (registrant, admin, tech)

ns1.digitalocean.com
ns2.digitalocean.com

OSINT  Hashes  DNS  Projects  Cookies

Domain Name: VOLUNTARIOVENEZUELA.COM
Registry Domain ID: 2359869813 DONAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: http://ww.godaddy.com
Updated Date: 2019-02-11T18
Creation Date: 2019-02-11T18:03:142
Registry Expiry Date: 2020-02-11T18:03:142
Registrar: GoDaddy.com, LLC
Registrar IANA 1D: 146
Registrar Abuse Contact Email: abusegodaddy.com
Registrar Abuse Contact Phone: 480-624-2505

Domain Status: heeps:/,
Domain Status: clientRenewProhibited https

/icann.org/epp#cl ientRenewprohibited

Domain Status:

: heeps://1
NS1.DIGITALOCEAN. COM
NS2. DIGITALOCEAN. COM
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wict/
> Last update of whois database: 2019-02-15720:12:232 <<<

For more information on Whois status codes, please visit https://icann.org/epp

NOTICE: The expiration date displayed in this record is the date the
registrar's sponsorship of the domain name registration in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring

The WHOIS information is privacy protected. No further avenues of investigation.

Step 19: Click on the subdomain tab

We only see two results for the domain. We will move on and come back to the subdomains if we need to further
investigate them.

& community.riskig, luntar

* O 9@ 00

)) RISKIQ

Q www.voluntariovenezuela.com ()

Enterprise. @ 2
FrstSeen 20190241

© Categorize
Lot seen 20191015

Query Results

v ANALYST INSIGHTS

Reesta 7 ET—

v HEATMAP No Resolutions to Display.

Mar Apr May

v oATA
Resolutions ~ WHOIS  Certifcate Subdomains ~ Trackers  Components  HostPairs  OSINT  Hashes  DNS  Projects  Cookies
FILTERS © SUBDOMAINS @
HOSTNAME (2/2) Tiv show:25 « 1202 »  Sort:Hostname Ascending ¥ Download ~ Copy
v % voluntarioven... 1 Hostname Tags

v % wwwyoluntari.. 1 0 voluntariovenezuela.com

TAG 0

www.voluntariovenezuela.com




ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 20: Click on the trackers tab

< c & ty.riski a.com * Ok 2@ @ 0 & :
Riskia | @ www.voluntariovenezuela.com
! 2o © categorize
L 251015
L [
+ HeATuAp No Resolutions to Dispoy
apr "
2015021010 20190817
+ oata
Resolutions  WHOIS  Certficate  Subdomains  Trackers  Components  HostPairs  OSINT  Hashes  DNs  Projects  Cookies
FILTERS © TRACKERS ©
TYPE 5/6) v Show:2s < 160f6 » Sort:Last Seen Descending v Download  Copy
osTAME (110 first Last Type Tags
20190214 20190214 GoogleAnalyticsTrackingld
20190214 20190214 Twiterld
20190214 090214 Instagramid
20190214 20190214 Titerld
20190214 20190214 Facebookid
20100214 20190214 GoogleAnalyticshccountNumber ua133772483
60f6

The results show that the domain is utilizing all of the trackers from real domain www/[.]voluntariosxvenezuelal.]
com (Google, Twitter, Instagram, and Facebook). We witnessed in the twitter video the DNS poison attack
redirection only within Venezuela. We need to find out more information about the IP address that the website was
utilizing during this attack.

Step 21: Open a new tab to https:/community.riskig.com and search for the domain
www/[.]voluntariosxxvenezuela[.Jcom

https:/community.riskig.com/search/www.yoluntariosxxvenezuela.com

§ OMMUNtY.fki.COM/Searchmwe volUntaroTvene e Com * Ok ® OO &

Q, www.voluntariosxvenezuela.com e

[Y—

T

Besgtions  WHOM  Cerificate  Subdseaies Tk Componenm  Houbaes  ONNT  Hishes  DME Brgeon Coskies

MANGE MISTORY RECORD FROM 2019-02-19 m
20080708 THIERE

p— i
EEE g

= =

Organizatis Irgrsaran, adein, vech)

The WHOIS information is privacy protected.


https://community.riskiq.com/search/www.voluntariosxxvenezuela.com

ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 22: Click on the Certificate tab.

& communiy riskia. com

Q, www.voluntariosiovenezuela.com

218
mihera

R34 10 VRIRED

Besclutions  WHOG  Certificate  Subdomaia  Tracens  Components  HomtPali  OSINT  Mashes  DME Promcas Cookies

155 0 o
sHaA o Shew:Z o Tdef] = Sort:LastSeen Descending ¥
At Pt Saan Last ean [———
DA 134219 meen ik,
% ETIBIIMSSS 1 asuest 30219
Epres 30520
FIRST STEN
Serial poamber "
X 1SN 2 Vel "
Comman Name
LAST SEEN 0
Mresmaive Hames e
% TSMG0NTIMIT 1
Crgaeization Name Lot Encryp (ssser)
% 1SSOTRIIIONT 1
Organization U
X ISHSSEI0 1
Strest Addres
URIGUE P
. 1
mgaza mseza N

=)

tpres

v ombser

In the results, if you expand the certificate information you can see that all of the certificates were free Let’s
Encrypt certificates. This can sometimes be an indicator of a fraudulent domain. Threat actors usually don’t like to

spend money of infrastructure or certificates.

Step 23: Click on the subdomains tab.

© & community.riskia.com
Q www.voluntariosiovenezuela.com

WA © Cuegare
R

mms

00314 10 TRERED

Meschmions  WHOS  Cerificate  Subdsmaiss  Trackers  Components  HewPain  OSINT  Hashes DM

Ty ) SUBDOMAINS @
HOSTHANE v Shew:I 4 128f2 = Son:Hosname Auensing

% vounanogoy. 1 Hoptname e

% wwwslunan.. 1

SYSTIM TAG
12002

We see that there is a subdomain for www/[.]voluntariosxxvenezuela[.Jcom and voluntariosxxvenezuela[.Jcom.




ADVANCED USE CASE: Humanitarian Aid Group Investigation

Step 24: Click on the Trackers tab.

@ & communay.siskig.com

Q. www.voluntarioscovenezuela.com

O caegorize

Resolutions  WHOT  Certificste  Subdommaien
tes O o
™ v Show:IS o« Melb = Sort:Last Seen Descending *
X Twemend 2 Heamame st
X Facebeokid omarn
* GoogleAnshel 1
” eern
% GoogleAnshel |
e
X ientagramid
wisan
HOSTHAME
® wwwlintan. & 0180221
218020

vountariosxvenezuelal.Jcom

Step 25: In a new tab we will now investigate the IP address

appeared in the twitter post.

Tracken

Em
#1902 3410 TOIESEL
Components  WowPain  OSINT  Hashes DN Projects Cookims
Last e Vase T
mseea GoagleAnabciAcconthumber
2018081 Twinerid
sezn Faceboakid
wisen Inatagramia
- GeoglenabeeTeakngd
0196021 Twitterid

https:/community.riskig.com/search/159.65.65.194

e H

We see the google analytics tracking ID, twitter, Facebook and Instagram ids from the legitimate domain

€ @ & communay.siskig.com

Q 159.65.65.194

Resshoions  WHOIS  Certficats
— o
DoMAm Show:lS o 1206l s Set:Last Seen Descending *
% absswecnt_ 1 Resoive Hirt
% abstwiterwe. 1 maanz
X aeoutivem., 1
msaam
X accouersgma_ 1
i % W1942.12
msnar
UNIGUE RESDLVE
1184810
X ShowUnigue_ 23
184807
sTaTUS
184810
SOURCE 01/ 4n
msonan
riskiq 2
ke 2 180017
gy 181045
TG MB-1019
FYETEM TAG 0 017
X blacdn
prarRrery
% prashing
o
inkig -
184017
maonas
11840815
ma4at0
18818
ELE
;84917
19291

Trackers

Lt

20050801

20180804

20090014

20050513

2090213

2000213

050213

20050513

20050513

2000213

20190243

000313

20190213

20190213

20090313

20090813

20190213

20090213

HestPais  DSINT  Hashes  Prejeas

seurte

kg

Fakig

basgubrtiy, panghy. siskoy
kasperiky. pingy. ki
hasperiicy. pinghy. riskiq
Kasperaiy, pingly, rrikig
kasperiky. pingly. ki
kaspersicy, pingly. ki
kaspersiy, pingly. ki
kasperaky, pingh. riskiq
haspersicy, pangly,riikia
kasgsericy, panghy. ek
kaspersiy. pingly. ki
kaspersky, pingh. riski
Kaspariky. pangly. ki
Kasgeeriiy. pingh. riskiq
kaspersicy, pingly. riski
Kaspersicy, pingy, iy
kasgubeiicy. pinghy. eiskig
kaspersicy, pingly. ivkq
kaspersky, pangh. riskig

Kasperiky, pinghy. rsisg

159[.165[.165[.]1194 that


https://community.riskiq.com/search/159.65.65.194

ADVANCED USE CASE: Humanitarian Aid Group Investigation

If you examine the list of domains. We see many popular domains LinkedIn, Twitter, Microsoft login account[.Jlive,
Facebook, Outlook, Gmail. But all of the domains end in ve. That means that these domains are controlled by the
TLD for the Venezuelan government. The fraudulent domain voluntariovenezuelal.Jcom also appears. All of these
domains seem to have end all around the same time when the attack stopped on February 13, 2019.

Step 26: Click on the OSINT tab.
Click on the link for the source www/[.Jredmarlin.ai

https:.//www.redmarlin.ai/checkphish-venezuelan-government-phishing

C & RedMarin inc. (US] | redmariin.alicheckpfish-venezuelan-government-phishing/ * Ok @ Q0 S0 @

REDMARLIN Technology  Products - - Company -  TRY IT FREE

Search Q Blog | Che Helps Uncower ‘s Blatant Afempts to Hack Its Own Citizens

M 4 min read | Author: Shashi Prakash
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RedMarlin has been actively reports of s apparent
in hacking its own citizens through phishing. RedMarlin's product ChackPhish.al has been a key
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broke the story via & series of iweets. Since then, the story has been picked up several news
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CheckPhish noticed a huge spike in traffic as soon as Jose-Luis Rivas shared his research on

Monthly Top Phish Report
onthly Top Phished Brands Repaor Twittes.

Meursy:Riagiwtared Domaing, Punycada And Whila CheckPhish gets visitars fram aver 150 countries a week, this traffic spike from Venozuela

was $0 big that it ranked second in most used sessions by country, as seen in the Google Analytics

This OSINT article describes how the Venezuelan Government attempted to hack its own citizens.
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ADVANCED USE CASE: Humanitarian Aid Group Investigation

Conclusion:

1. Is www[.]voluntariovenezuelal.Jcom fraudulent?
Yes, we determined that www/(.Jvoluntariovenezuela[.Jcom is fraudulent and was infringing on the legitimate
domain. Utilizing urlscan.io we could saw the fraudulent domain had the same webpage as the legitimate
domain. PassiveTotal exposed www/.Jvoluntariovenezuelal.Jcom was utilizing the same trackers and cookies
from the legitimate domain www/.Jvoluntariosxvenzuelal.Jcom. Which meant it was copied from the legitimate
domain. Redirections were seen only within Venezuela as demonstrated from the video posted to twitter.
Use of a different DNS server not controlled by the TLD .ve worked correctly. This demonstrated that DNS
poisoning occurred. The poisoned DNS cache pointed users within VVenezuela to the fraudulent domain www/.]
voluntariovenezuelal.Jcom at IP address 159[.]65[.165[.7194. This IP address hosted other domains that were
solely controlled by the TLD .ve.

2. Are any other websites also infringing on the real website www/[.]Jvoluntariosxvenezuelal.Jcom
Yes, www/. Jvoluntariosxxvenezuelal.Jcom, voluntariosxxvenezuelal.]Jcom, www/.]voluntariovenezuelal.Jcom,
voluntariovenezuelal.] were also infringing on the legitimate website.

3. Can you determine or infer who is behind this domain infringing DNS poison attack?
Since the TLD was controlled by the Venezuelan government we can highly speculate that the attack was
carried out by them. Many OSINT reports concluded they were responsible for the attack against their Citizens

4. Are there any other websites that the threat actor is currently using or has used in attacks?
Below is a list of the domains that were used in the attack in February 2019. Each one could be investigated to
get the full understanding of the attack.

theblogabouterikanails[.Jcom ssi[.Jgmaill. Jweb[. Jve
www/. Jtheblogabouterikanails[.Jcom facebook]( . Jco[.Jve
voluntariovenezuela[.]Jcom abs/[. Jtwitter[.Jinfo[.Jve
linkedin[.Jco[ . Jve accounts/.Jgmail[. Jweb[. Jve
twitter[ . Jweb/[. Jve amaill. Jweb[.Jve

livel. Jweb[. Jve apil Jtwitter[. Jweb[.Jve
abs[.Jtwitter[. Jweb/[.]ve outlook! . Jlivel.]Jweb[.Jve
account(.Jlivel.Jweb[. Jve static[.Jfacebook(.Jco[.Jve
apil Jtwitter[.Jinfo[. Jve twitter[ Jinfo[.Jve
login[.Jlive[. Jweb[ Jve wwwl/[.]Jvoluntariovenezuela[.Jcom
m/[.Jfacebook/.]jco/.]ve mobilel. Jtwitter[.Jweb/[. Jve

mobilel. Jtwitter/.]info[.]Jve

5. What are some ways people can to do to be protect against DNS spoofing?
If users manually set their DNS server to a known good DNS server this could prevent DNS poison attacks. For
example, you could set your DNS servers to Google’s DNS servers 8[.]J8[.]J8[.]8 and 8[.]8[.]4[.]4
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