RISKIQ

Payment Card Skimmer Investigation

What did marketing do to get our corporate credit card compromised?
Scenario:

Your credit card company just called the head of the marketing department
and told them that they saw fraudulent credit card transactions using the
Marketing Corporate Credit Card. They asked what the recent transactions
that were made with the card. After the fraud investigator verified the last
real transaction, they determined that the fraud started after a purchase were
made from the website called www/[.]Jalmamaterstore[.]Jin. They mention that
his might be a credit card skimmer attack.

Goal: You work in the Incident response department in your organization.
You want to use the payment card fraud as a learning experience to train your
team.

Important Note: During your investigation you have informed your team not
to directly visit the website in order to prevent any potential malware from
entering the organization.

Objective 1: Was wwwl[.]Jalmamaterstore[.lin compromised?
Objective 2: If the website was compromised, how do you know?

Objective 3: What evidence do you have for a compromise other than the
word of the credit card company?

Objective 4: If you determine the site was compromise, how do you suspect
the website was compromised?

Step 1: Check to see if the organizations website www/[.]Jalmamaterstore[.]in i
s still on the google safe browsing list.

Open your web browser and search for “google safe browsing”

In the results click on the link for google transparency report:
https://transparencyreport.google.com/safe-browsing/search?hl=en
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Enter the website www[.]Jalmamaterstorel[.]in
The URL should now be:

https://transparencyreport.google.com/safe-
browsing/search?url=www.almamaterstore.in&hl=en

« s c(a in&hi-en o X)OkP® e W L

= Google Transparency Report

Safe Browsing site status

IRLs per day looking for unsat
d. When we detect unsafe sit
it

sites. Every day, we discover thousands of new unsafe sites
show warnings on Google Search and in web browse

Check site status

www.almamaterstore.n Q

Current status

@ No unsafe content found

Site info
This info was last updated on Feb 26, 2020.

Site safety can change over time. Check back for updates.

Google is not currently blocking this website. This is a good indicator, but this
does not mean that the website is 100% safe.

Step 2: Open a new tab and go to https://www.google.com

Search for the following question:

what are common payment card skimming attacks targeting online retailers?

https://www.google.com/search?g=what+are+common+payment+card+skim
ming+attacks+targeting+online+retailers%3F&rlz=1C5CHFA_enUS857US857&
og=what+aretcommon+payment+card+skimming+attacks+targeting+online+
retailers%3F&ags=chrome..69i57j69i65.1909j0j8&sourceid=chrome&ie=UTF-8
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b toch technews -

What is Magecart? Credit card-stealing malware proves hard ...

Dec 14, 2018 1n 2018, mutipe large-scale online reallers ke Ticketmaster and Brtish . The
i

credit car info, known as skimming,is not new, attacks on payment pages . data breaches.
including those of Home Depot and Target

People also ask

What is a Magecart attack? v
What is Magecart malware? v
Whatis e skimming? v
Can malware steal credit card info? v
2020001731 .
E-skimming cyberattack is growing along with online shopping

the past ..
target software installations that are

What is Magecart? How this hacker group steals payment card ...

whply choinatack
« C @ google pay dskimming+attacks+targeting +onli i =1CECHFA_enUS857US85780q=whatrarescommontpaym.. * O Bk @ ® @ W i
Go gle what are common payment card skimming attacks targeting online retailers? v Q i
A 5, 1 SR A T S

Missing: eemmon | Must include: common

Kks-alive-and... v

b
www, com> cy y » mag

Magecart Attacks Alive and Well as Recent Wave Hits High ...

Sep 20,2019 - Recent research shows a sharp increase in Magecart attacks with a peak ... of
online credit card skimmers began running rampant in stores using the Magento ... These
groups look for exploits in common ecommerce software, then ... on those with higher credit
limits, most likely by targeting retailers that feel

www.ensighten.com » blog » magecart-strikes-again v

Magecart Strikes Again: Cybercriminals Target 20,000 Online ...
0Oct 29,2019 - The latest Magecart attack sees up to 20,000 online retailers breached. ... The
syndicate of cybercriminals uses digital payment card skimming ...

www.iskig.com > what-is-magecart ~

What Is Magecart? - RisklQ

Magecart operatives either breach sites directly or via supply chain attacks. Supply chain attacks
target third-parties that supply code to websites. Suppliers can include vendors that integrate
with sites to add or improve site functionality or cloud resources from which websites pull code,
such as Amazon S3 Buckets.

threatpost.com » Vulnerabilities +

Magecart Hits 80 Major eCommerce Sites in Card-Skimming ...

Aug 28,2019 - Magecart Hits 80 Major eCommerce Sites in Card-Skimming Bonanza ... for the
payment-card attacks on Ticketmaster, Forbes, British Airways, Newegg ... The research showed
that the most common similarity across the 80 sites ... also purchase merchandise on legitimate
online shopping sites and resell it

W com > vie »2019/10> vb2019-pap .. ¥
VB2019 paper: Inside Magecart: the history ... - Virus Bulletin

High-profile compromises have brought the threat of online card skimming to the ... multiple
criminal groups that perform skimming attacks to obtain payment information, we ... However, it
does not target high-end web stores. ... Group 5's skimmer is fairly typical among Magecart
groups and is one we've seen many times.

Click on the link for RisklQ

https://www.riskig.com/what-is-magecart/

Just from reading the results you can see that one of the popular payment
card skimmers is Magecart a JavaScript attack that targets online merchants.
If click on the links, you will get more information about Magecart.

What is Magecart?

Magecart injects a script designed to steal sensitive data that consumers
enter into online payment forms on e-commerce websites directly or
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through compromised third-party suppliers that websites might depend upon
to make their sights function.

Now we are going to utilize RisklQ’s PassiveTotal threat hunting tool to
further your investigation. PassiveTotal has over 10 years of rich internet from
gathering information on the Open Internet (IPv4). This information allows
threat hunters and researchers to understand information about a domain and
the relationships the domain has had to other domains on the internet.

Step 3: Search for the domain wwwL[.Jalmamaterstore[.Jin

Open a new tab in your web browser go to https://community.riskig.com

Login using your credentials and begin by searching for
www/[.]Jalmamaterstore[.]in.

https://community.riskig.com/search/www.almamaterstore.in

C & community.riskia.comhome * Ok 2@ @ v 4

iscover v www.almamaterstore.in

NewProjet  TEAM HISTORY Mymisoy  YOUR ACCOUNT

PassiveTotal Enterprise Edition
No query imi se¢

(5, Kaspersky: Operation Applejeus
Sequel

o Kot o
ieea

After your search the URL should be:
https://community.riskig.com/search/www.almamaterstore.in
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< c a ity.riskiq A re.in ok OB 9@ @ pw 3

RISKIQ Q www.almamaterstore.in [S) Enterprise

2010-07-28 GoDaddy.com, LLC

© categorize
20200226 last minute films

Query Results

v ANALYST INSIGHTS

T [T [T E
Crawled By RiskiQ 2 days ago

v HEATMAP T ]

DATA
9 4 3% 2 z 156 102 10 ) 4 0 % 1
Resolutions | Whois ~ Certificates  Subdomains ~ Trackers = Components  HostPairs ~ OSINT  Hashes ~ DNS  Projects  Cookies  Crowdstrike
FILTERS @ RESOLUTIONS @
- 18) A 1-90f9 v Sort: Last Seen Descending ¥  25/Page ¥ Download Copy
v % routable 9 Resolve Location  Network ASN First Last Source Tags
v % Amazon.comdinc. 3 35.200.139.97 AP 35.200.0.0/14 15169 2019-04.01 2020-02-26 riskiq, pingly, mnemonic, kaspersky m m

The Current IP address is hosted at google. Nothing strange
Step 4: Click on the subdomains tab.

https://community.riskig.com/search/www.almamaterstore.in/subdomains

<« Cc a riskiq / re.in oD x OBk 2@ Low i
RISKIQ Q www.almamaterstore.in S}
20100728 GoDaddy.com, LLC © Carego
2020-02-26 last minute films
FILTERS © SUBDOMAINS O
v HOS v 1-220f22 v Sort: Hostname Ascending ¥ 25/Page ¥ Download Copy
v % almamaterstor... 1 Hostme Tags
v % appOlalmamat. 1 almamaterstore.in

v % awsOlalmama.. 1 appo1.almamaterstore.in
v % blogalmamater... 1

aws01.almamaterstore.in
v % cpanelalmamat... 1

Show More blog.almamaterstore.in
» cpanel.almamaterstore.in
S crm.almamaterstore.in

dev.almamaterstore.in
flash.almamaterstore.in
html.almamaterstore.in
m.almamaterstore.in
mail1.almamaterstore.in
mob.almamaterstore.in
new.almamaterstore.in
old.almamaterstore.in
shop.almamaterstore.in
staging.almamaterstore.in
staging01.almamaterstore.in

store.almamaterstore.in

All of the domains are part of wwwl[.]Jalmamaterstore[.]in and do not seem
to be unusual and nothing sticks out this point.
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Step 5: Click on the Trackers tab.

https://community.riskig.com/search/www.almamaterstore.in/trackers

(C]

ok OB 9@ @ W i

<« c & kiq
RISKIQ Q www.almamaterstore.in
2010-07-28
2020-02-26
FILTERS © TRACKERS @
v TYPE (10/22) 1-270f27 v
Hostname

v % Facebookld

www.all

v % GoogleAnalytics...
v % GoogleAnalytics...

v % GoogleTagMan...

Now oW ow ow

v % DocumentBase...

Show More

v HOSTNAME (1 / 27)

v % wwwalmamat.. 27

mamaterstore.in

aterstore.in

Sort: Last Seen Descending ¥
First

2019-06-25

2018-05-01

2012:03-07

20171216

2019-04-20

2019-06-25

2012:03-07

2012-03-07

2019-04-05

20191118

2020-01-13

20171114

2019-08-10

2019-04-27

2012:03-07

20191118

2019-04-05

2019-04-09

50/ Page v
Last Type

2020.02-24 DocumentBaseHost

2020-02:24 Instagramid

2020.02:24 Facebookld

2020.02-24 FacebookPixelld

2020-02-24 GoogleTagManagerld
2020.02:24 DocumentBaseUrl

20200224 GoogleAnalyticsAccountNumber
20200224 GoogleAnalyticsTrackingld
2020.02:24 GoogleTagManagerld
20200224 YouTubeChannel

20200224 Hotjarld

2020-02:24 Facebookld

2020.02-15 DocumentBaseHost

20200115 AddThisPubld

20191118 Twitterld

20191118 Linkedinld

2019-09-29 YouTubeChannel

2019-06-05 Bitlyld

Download Copy

Value Tags

almamaterstore

1538473942840080

gtm-wsl6372

https://www.almamaterstore.in/

a-25508277

a-25508277-1

gtm-Sjqrssz

ucomr-ijg

1579854

1538473942840080

www.googleadservices.com

almamaterstore
alma-mater-store
ugjshifidohrkhwsxtd_iscw

getsizebugl

Look for trackers like MarkOfTheWeb or TorHiddenServiceAddress that are
usually associated with threat actor activity. MarkOfTheWeb is created when
someone duplicates your website using Internet Explorer. This is usually
associated with phishing attacks. TorHiddenServiceAddress is associated
with Tor exit nodes that bridge the open internet and the darkweb.

The trackers results listed do not show anything unusual.

Step 6: Click on the Components tab
https://community.riskig.com/search/www.almamaterstore.in/components

Page 6 of 24




Payment Card Skimmer Investigatio

in

(C]

oO*x O 2@ @

G ™

Enterprise

36 2

Certificates  Subdomains.

Sort : Last Seen Descending v
First

2019

April 4th 2019, 2

2019

€« cC a riskiq.
RISKIQ Q www.almamaterstore.in
1007 com,
2010-07-28 GoDaddy.com, LLC © Coegorizn
2020-02-26 last minute films
9 4
Resolutions ‘Whois
FILTERS © COMPONENTS @
T 1071 v 1-1560f156 v
v TYPE(10/126
v % TrackingPixel 53 ECHITD
v % JavaScriptLibr.. 30 www.almamaterstore.in
v % Anaytics Service 8 www.almamaterstore.in
v % CDN 7
www.almamaterstore.in
v % AdExchange 6

Show More www.almamaterstore.in

v HOSTNAME (1 /156) www.almamaterstore.in

v X wwwaimam.. 156 www.almamaterstore.in
v NAME (10 /32) www.almamaterstore.in

v % jQue 7
1Query www.almamaterstore.in

v % PHP B
www.almamaterstore.in

v % Facebook 3
v % FontAwesome 3 www.almamaterstore.in
v X Googe 3 www.almamaterstore.in

Show More

www.almamaterstore.in

www.almamaterstore.in

www.almamaterstore.in

www.almamaterstore.in

www.almamaterstore.in

2019

2015+

2013+

20194

2015-

20204

2013+

2018+

2019+

20184

2018+

2016+

2015+

2 156 102 10 o
Trackers  Components | HostPairs  OSINT  Hashes
250/ Page v
Last Category
.04-04 2020-02-24 Operating System
L 20200224 Server
-04-04 20200224 Hosting Provider
-04-05 2020-02-24 JavaScript Library
12:01 20200224 Ad Network
11-27 2020-02-24 Ad Exchange
04.05 20200224 Javascript Library
11-20 2020-02-24 Tracking Pixel
01-13 2020-02-24 Tracking Pixel
11-27 2020-02-24 Ad Exchange
12-09 2020-02-24 JavaScript Library
0420 20200224 Customer Engagement
0630 20200224 Analytics Service
0813 2020-02-24 Tag Mgmt
1224 20200224 Tracking Pixel
12:20 20200224 Tracking Pixel

4 o % 1
DNS  Projects ~ Cookies  Crowdstrike
Value

Ubuntu

nginx (v1.14.0)

Google Cloud

Bootstrap (v3.3.5)

Google

Google Ads - DoubleClick

Swiper (v3.4.2)

Google Analytics

q.quora.com

Facebook

mustache js (v0.8.1)

ZenDesk Chat

Google Tag Manager

Google Tag Manager

Facebook Pixel

Facebook

Download Copy

Tags

There are over 100 results, expand the number of results to 250 by clicking on
Show: 25 and then clicking on 250.

< &

RISKIQ

2010-07-28
N 2020-02-26

Q www.almamaterstore.in

r GoDaddy.com, LLC

nt

@& community.riskiq.com/search/www.almamaterstore.in

©

o Categorize

last minute films

FILTERS @

¥ TYPE (10 / 126)

v % Tracking Pixel 53

« % JavaScript Libr... 30

% Analytics Service 8

« % CDN 7

v % Ad Exchange 6
Show More

¥ HOSTNAME (1 / 156)

COMPONENTS @

v

9 4 36 22 27
Resolutions Whois Certificates Subdomains Trackers
1-1560f 156 v Sort : Last Seen Descending v 250/ Page v
Hostname First 25
www.almamaterstore.in 2019-0. 50
. 100

www.almamaterstore.in 2019-0

250
www.almamaterstore.in 2019-0

500
www.almamaterstore.in 2019-04-vo
www almamaterstare in 2015-12-01
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2020-02-2¢

2020-02-2¢

2020-02-2¢

2020-02-2¢
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<« C @& community.riskig.com/search/www.flowerexplosion.com * O 2@ ® 0 U ® :
Resolutions  WHOIS  Certificate  Subdomains  Trackers  Components  HostPairs  OSINT  Hashes  DNS  Projects  Cookies
s 0
WEBCOMPONENTTYPE (10 < 11370137 »  Sort: FirstSeen Descending v Download  Copy
First Last Category Value Tags

% Tracking Pixel 41

20190910 2019-09-10 Online Videos
% JavaScriptLib... 19
x CON 10 20190910 2019:09-10 Javascript brary
% Analytics Servi.. 8 20190910 201909-10 s
% AdNework 6
20190310 2019-09-10 JavaScript Library
Show More
F——— 201907.05 20190917 Server
% wwwflower... 137 20190502 20190917 Customer Engagement
ME O 2019-02:07 2019.02:07 Tracking Pixel
X WordPress 6 20181231 20190917 Javaseript Uibrary
% Cloudflare s
20181110 20181110 Wordpress Plugin
% AOL-Adtech 2
Admeta 2 20181110 2019-09-10 Wordpress Plugin
AmazonWeb... 2 20181110 201909-10 Development Tool
Show M
20181110 2019.09-10 Wordpress Plugin
20181110 2019-09-10 Sharing
20181110 2019:09-10 N
20181110 20190910 Web Design
20181110 2018-11-10 Publisher nstagram
201811410 20181110 s
20180813 20190829 Tracking Pixel
20180810 20190917 JavaSeript Library
20180623 20180623 N
20180623 20180623 JavaScript Library

manen amanen

We can see that jQuery v2.1.1, ZenDesk Chat. Nothing unusual listed. But
some of the entries might be contain vulnerabilities. We will come back to

investigate if vulnerabilities exist a little later.

Step 7: Investigate the JavaScripts used on wwwl[.]Jalmamaterstore[.Jin.

Now some information about payment card skimmers and identified one of
the most popular skimmers as Magecart. We now have a potential avenue of
attack via a malicious JavaScripts. We will now need to examine the
JavaScripts used on your website to see if you can identify a potential
JavaScript that needs to be further investigate. RisklQ PassiveTotal will not
display contents of the JavaScripts it has detected it will only identify the
sources where the JavaScripts came from. RisklQ has other modules and
solutions that can monitor and alert organizations to changes in

JavaScripts or Malicious code contained in JavaScripts.
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To start our JavaScript investigation in PassiveTotal, you need to click on the
Host Pairs tab.

Note:

Host Pairs are the relationship between two websites that were observed
during RisklQ’s crawl the website. For example, a website that you visit might
be pulling in the logo from Amazon (Parent relationship) or the website might
send analytic data to google to track user experience (child relationship).

The connection could range from a top-level redirect (HTTP 302) to
something more complex like an iframe or script source reference.

Think of the relationship with regards to what you have searched. In our case
we searched for wwwl[.]Jalmamaterstore[.]in.

Host Relationships

Parent - RisklQ observed relationships in ‘ Child

www/[.Jalmamaterstore[.]in

Parent - What was queried in ‘ Child

PassiveTotal

connectfacebook.net - www/[.]Jalmamaterstore[.]in. ‘ googletagmanager.com
Cause: script.src Cause: script.src

In our www/[.]Jalmamaterstore[.]in is going to connect.facebook.net and
loading a JavaScript. It does not state which JavaScript was loaded, just
where it was loaded from. wwwl[.]Jalmamaterstore[.]in is also sending
information to www.googtagmanager.com.
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<« C @& community.riskiq.com/search/www.flowerexplosion.com

Q www.flowerexplosion.com ©

20100727

© Categorize
2150818

Resolutions  WHOIS  Certificate

FILTERS © HOST PAIRS ©

DIRECTION v Show:25 < 12501128 »
v parents Parent Hostname

v children frame

PARENT HOSTNAME (10/
12

wvew flowerexplosion.com

v % wawfiower.. 103 ‘wvew flowerexplosion.com

v % dinfimmipa.. S www flowerexplosion.com

v % mediafioexpc.. 4
wwwflowerexplosion.com

v % cdnoptimizely.. 2
www flowerexplosion.com
v % swticaddoan.. 2 v
Show More wvew flowerexplosion.com
CAUSE (10/126)
‘wwew flowerexplosion.com
v % saiptsrc 46
wew. flowerexplosion.com
v % imgsc 2
v % unknown 2 wew.flowerexplosion.com
v % lnkhret 7 ‘www flowerexplosion.com
v % cssimport H

‘wwew flowerexplosion.com
Show More ’

CHILD HOSTNAME (10/45) www flowerexplosion.com

v % wwwflowere.. 26 weew flowerexplosion.com

v % d10IpsiK1IECS..

wvew flowerexplosion.com

v % dinfdmmipia...
- aotpe.. 3 www.flowerexplosion.com

v % vewwgoogle-a.

wvew flowerexplosion.com
Show More

flowerexplosion.com
www flowerexplosion.com

‘wvew flowerexplosion.com

wvew flowerexplosion.com

Sort: Last Seen Descending v

8 21

Subdomains  Trackers  Components

Child Hostname

veww flowerexplosion.com

€683207.5sl.cf2.rackedn.com

dinfcimmipiawd.cloudfront.net

fonts.gstatic.com

my.hellobar.com

www.googleadservices.com

www. googlecommerce.com

v2.z0pim.com

batbing.com

114109.tetm.co

bounceexchange.com

d10ipsik1igc69.cloudfront.net

www.googletagmanager.com

connect.facebooknet

cdn.optimizely.com

dinfcimmipiawd.cloudfront.net

www.google-analytics.com

woww.flowerexplosion.com

flowerexplosion.com

fonts.gstatic.com

wawwflowerexplosion.com

Hashes  DNS

First

20180906

20160207

2016-10-30

2016.06:30

2017.05:01

20160715

20160207

2016:02:07

20160207

20171006

20160207

201610-29

2017.05:29

20160207

20160207

20161029

2016:02:07

20180505

20180505

20190907

2019.09.07

Cookles.

Last

20190917

20190917

20190917

20190917

20190917

2019-09-17

20190917

20190917

20190917

20190917

20190917

20190917

20190917

20190917

2019:09-17

2019-09-17

20190917

20190917

2019-09-17

20190916

20190916

* O &

Cause

unknown
imgsrc
imgsec
cssimport
scriptsre
scriptsre
scriptsre
scriptsrc
scriptsrc
scriptsre
scriptsre
scriptsrc
scriptsrc
scriptsrc
scriptsre
scriptsre
saiptsr
redirect
redirect

parentpage

parentPage

Enterprise

Download

Tags

Since we are looking just for scripts in the CAUSE filter section on the left
click on the check next to script.src. This will filter the results to only show

causes in host pairs that were scripts.src.

Show More

¥ CAUSE (10 /1

img.src

script.src

unknown

link.href

C £ A Ba¥Y o

X
X
X
X
»  redirect
Mo

Show

00)
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Now sort the results on the screen to First Seen Descending:

HOST PAIRS ©

v 1-250f25 v Sort : First Seen Ascending v 25/Page v
Parent Hostname First Seen Descending Child Hostname
www.almamaterstore First Seen Ascending www.google-analyt

- Last Seen Descending

www.almamaterstore connect.facebook.i

Last Seen Ascending
www.almamaterstore a.adroll.com

<« C @& community.riskiq.com/search/www.flowerexplosion.com * O 9@ @0 v @
[

riskia  Q www.flowerexplosion.com ()

201007.27

© Categorize
20190918

Resolutions ~ WHOIS  Certificate  Subdomains  Trackers  Components  HostPairs  OSINT  Hashes ~ DNS  Projects  Cookles

FILTERS © HOST PAIRS ©
DIRECTION v Show:25 < 1250fd6 »  Sort: FirstSeen Descending v Download  Copy
v parents Parent Hostname Child Hostname First Last Cause Tags
v children www flowerexplosion.com Jquery.su 20190523 2019.09-13 scriptsrc
PARENT HOSTNAME (10/ www flowerexplosion.com wew shopperapproved.com 20190122 20190213 scriptsrc
- flower... 103 www flowerexplosion.com Kinfirighbetted host 2018-11-28 2019.01:27 scriptsrc
v % dinfdmmipia.. 5 www.flowerexplosion.com load.sumo.com 20181110 20190910 seript.src
v % medafiexpc.. 4

www.flowerexplosion.com static.addtoany.com 2018-11-10 2019.09-10 scriptsrc
v % cdnoptimizely.. 2
L v ssticaddonn. 2 114109.tctm.co www flowerexplosion.com 20181108 2018-11.08 scriptsrc
Show More www flowerexplosion.com W g-statlstic.com 20180810 201901-27 scriptsrc
AUSE (10112
SAUSSluoas - www flowerexplosion.com ajax.googleapis.com 20180623 20180623 scriptsrc
v % xriptsc 46

www. flowerexplosion.com ajax.cloudflare.com 20180513 20180513 scriptsrc
v % imgsrc 2
v % unknown 2 www flowerexplosion.com stats.wp.com 20180428 20180428 scriptsrc
v % Wnkhref 7 www flowerexplosion.com secure gravatar.com 20180628 20180428 scriptsrc
v % cssimport H

www flowerexplosion.com E m 20180428 20180428 scriptsrc
Show ore ww flowerexplosion.co 0.wp.co ot
EIOEESTT () v flowerexplosion.com 114109.1ctm.co 20171006 20190917 scriptsre
v % wwwflowere.. 26 www. flowerexplosion.com www googletagmanager.com 20170529 20190917 scriptsrc
v X di0ipsikiises.. 3

" www flowerexplosion.com my hellobar.com 20170501 20190917 scriptsrc
v % dinfammipla.. 3
wflowerexplosion.com assets.par 170501 17111 o

v x medamoupe. 3 veww. flowerexplosion.cot assets.perl.co 2017050 20 s scriptsrc
v % wwwgooglea.. 3 www. flowerexplosion.com load.sumome.com 20170211 20180428 scriptsrc
Show More

www flowerexplosion.com htmiSshim.googlecode.com 2017021 20180428 scriptsc

dinfeimmiplawo.cloudfront.net www flowerexplosion.com 20170211 20190910 scriptsrc

www flowerexplosion.com es.luckyorange.net 2017.01-28 2017.04-04 scriptsre

www flowerexplosion.com d10lpsik1i8c69.cloudfront.net 20161029 20190917 scriptsrc

From the list you can see a typosquatted domain.
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RISKIQ Q www.almamaterstore.in (S]

2010-07-28 GoDaddy.com, LLC

© categorize
20200226 last minute films

v % wwwitcareerm... 2

Show More W 20160509 20160718 scriptsre
o @UEEEOIED 6 ww 20161224 20190409 scriptsrc
v % imgsrc 2 W tore.in code jquery.com 2017-0411 2018-07-29 scriptsrc

platform.twitter.com 2017-05-02 2018-07-26 scriptsre

% u n
2017-05-02 2018-07-15 script.src
2017-05-02 2018-07-26 scriptsrc
2017-11-09 2018-05-05 scriptsre
2018-05-05 2019-04-01 script.src
20180508 20180624 scriptsrc
www.googletagmanager.com 2018-06-30 202002-24 scriptsre
ssl.google-analytics.com 20180806 20190401 scriptsrc
app.wigzo.com 20180813 20180820 scriptsrc
vvvvvvvvvvv to.io 2018-09-04 20200224 scriptsre
ikimagekit.io 20190405 20200224 scriptsre
cdn.onesignal.com 2019-04-05 20200224 scriptsrc
s7.addthis.com 2019-04-27 2020-01-15 scriptsre
googleteg anagericom 2019-08-09 2020-02-24 scriptsre

static.hotjar.com 2020-01-13 2020-02-24 scriptssrc

www.almamaterstore.in tag.cottonusa.org 2020-01-13 2020-01-15 scriptsrc
1-25025 v |

www.googletagmanager.com and googletegmanager[.Jcom both are active
and the typosquatted domain needs to be further investigated.

Now that we have the suspect script what can we do next?

RisklQ has enterprise products and features that would automatically monitor
your websites and alert you to changes in the website’s JavaScripts that you
directly control or a third-party website you rely upon. But since we are using
the RisklQ Threat Investigation tool PassiveTotal we will have to manually
investigate the domain to further understand what it is and if it is associated
with malicious activity.

The next steps need to be done cautiously. Since we might be dealing with
an active attack could infect your computer by visiting the website directly. It
is important to have a safe way to visit the website and to not get
compromised during your investigation.

You could just visit the website and view the source and see what is
happening but that is really not safe. | will show you a safer way to do the
investigation. You can investigate the websites and scripts and to not tip
them off.
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Step 8: Pivot search on googletegmanager[.Jcom, right click on
googletegmanger[.Jcom and open it in a new tab.

<« c a ity riskiq in * O& 9@ @ pw i
RISKIQ | Q www.almamaterstore.in [S) manager.com
1007
2010-07-28 GoDaddy.com, LLC ° Categorize
20200226 last minute films
v CAUSE(10/100) X www.almamaterstore.in www.googleadservices.com 20161224 20190409 scriptsrc
v % imgsrc 2 www.almamaterstore.in code jquery.com 20170811 201807-29 scriptsrc
v X scriptsr = www.almamaterstore.in platform.twitter.com 2017.05.02 201807-26 scriptsrc
v % unknown 2
www.almamaterstore.in apis.google.com 2017-05-02 201807-15 scriptsrc
v % linkhref 6
v % redirect 6 www.almamaterstore.in assets.pinterest.com 20170502 201807-26 scriptsre
Show More
connect.facebook.net www.almamaterstore.in 2017-11-09 2018-05-05 script.src
v CHILD HOSTNAME (10 /
58) www.almamaterstore.in cdn.izooto.com 2018-05-05 2019-04-01 script.sre
v % wwwalmamat. 34 www.almamaterstore.in dev.almamaterstore.in 20180508 201806-24 scriptsre
v % cdnstaticans.co... 4
www.almamaterstore.in vewnw googletagmanager.com 201806:30 202002:24 scriptsre
v % v facebook... 4
www.almamaterstore.in ssl.google-analytics.com 2018-08.06 2019-04.01 scriptsre
v % assetspinterest.. 3
v % ikimagekitio 3 www.almamaterstore.in RSSY  Open Link in New Tab 20180813 201808-20 scriptsrc
Show More Open Link in New Window
www.almamaterstore.in server.coni  Open Link in Incognito Window 201809-04 20200224 scriptsrc
www.almamaterstore.in ikimagekig  Send Link to Benjamin 2019-04-05 20200224 scriptsre
Save Link As...
www.almamaterstore.in cdn.onesig)  Copy Link Address 2019-04-05 2020-02-24 scriptsrc
www.almamaterstore.in s7.addthis)  Copy 20190427 20200115 scriptsrc
Go to googletegmanager.com
weew almamaterstore.in googleteg|  Print. 20190809 20200224 seriptsre
S
www.almamaterstore.in statichotja  © Blockade > 202001-13 202002-24 script.src
P FatBeagle >
www.almamaterstore.in tag.cottony 1 Google Translate 2020-01-13 2020-01-15 scriptsrc
& LastPass
1-250f25 v s

Speech

Services

https://community.riskig.com/search/googletegmanager.com

The location information on the Resolutions tab shows IP addresses from the
Russian Federation. This is a little bit of a warning that is might not be a
legitimate google domain.

Step 9: Click on the WHOIS tab.

https://community.riskig.com/search/googletegmanager.com/whois
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ity.riskiq.

RISKIQ

2017-11:29

URL Solutions, Inc.

Q googletegmanager.com ©

© categorize

ok OF 9@ @ pw ; !

Enterprise

2020-02:26 Private Person

Records () Emails(3) Registrars(2)  Name Servers (11)
WHOIS RECORDS
CHANGE HISTORY
Date Changes
250404 DL 0O Attribute
20181128 L@ e
2017-12:20 o.v@ge WHOIS Server
20171127 L@ e
Registrar
Email
Name
Organization
Street
city
State

Phone Numbers (3)

Organization (2)

RECORD UPDATED 2019-04-04 : LAST SCANNED 2020-01-08

Value

@ whois.pananames.com

© whois.PublicDomainRegistry.com

URL Solutions, Inc.

Checked by RiskiQ | Expires ina month | Created a year ago | Hide Diff | Hide Raw Record

© smrimur@yandex.ru (registrant, admin, tech)

Alan Lauer (registrant, admin, tech)

© Private Person (registrant, admin, tech)

10188 SE Ellis st (registrant, admin, tech)

& Portland (registrant, admin, tech)

OR (registrant, admin, tech)

Domain Name: GOOGLETEGMANAGER.COM
Registry Domain ID: 2376490214_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.pananames.com
Registrar URL: http//www.pananames.com
Updated Date: 2019-04-04T00:56:292
Creation Date: 2019-04-04T00:56:272
Registry Expiry Date: 2020-04-04T00:56:272
Registrar: URL Solutions, Inc.

Registrar IANA ID: 1449

Registrar Abuse Contact Email: abuse@pananames.com

Registrar Abuse Contact Phone: +1.9727369998

Domain Status:

Name Server: NS1.PANAMASERVER.COM

Name Server: NS2.PANAMASERVER.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.orgiwicf/
>>> Last update of whois database: 2019-04-04T20:52:07Z <<<

For more on Whois status cod rg/epp

, please visit

NOTICE: The expiration date displayed in this record is the date the
registrar' of the domain in the registry is
currently set to expire. This date does not necessarily reflect the expiration
date of the domain name registrant's agreement with the sponsoring
registrar. Users may consult the sponsoring registrar’s Whois database to
view the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not authorized to access or query our Whois
database through the use of electronic processes that are high-volume and
automated except as reasonably necessary to register domain names or

the Data in VeriSigr

Registry |

y existing

We see that the domain is registered to smrimur@yandex[.]Jru not to a google
domain. This is a red flag as well.

https://community.riskig.com/search/whois/email/smrimur@yandex.ru

Step 10: SSL Certificates tab for googletegmanager[.Jcom.

Click on the Certificate tab and expand the SHA-1 results to identify where the
certificate came from.

https://community.riskig.com/search/googletegmanager.com/domaincertific

ates
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riskiq

com

Q googletegmanager.com (S)

URL Solutions, Inc. 0
ategorize

*x Ok 2@ @ fpw ]

Enterprise

cC a
RISKIQ
2017-11-29
202002:26
DATA
FILTERS @
v SHA-1(15/15)

v % 048bfeS3d3zel...

v % 25963f6749f5af..

v % 3deca3bsSiesc.

v % 4577787c29b53...

v % 49c0bfa232abe...

Show More

¥ FIRST SEEN (10 / 15)

v % 1554568678990

v % 1561682973228

v % 1568767585532

v % 1575972198426

v % 1576060964760

Show More

v LAST SEEN (15 / 15)

v % 1554568678990

v % 1554744841411

v % 1560920500605

v % 1561682973228

v % 1561822950918

Show More

1

~

~

~

~

Private Person

4 4 15 2 ) 7 " 4 1 3 3 )
Resolutions ~ Whois  Certificates = Subdomains ~ Trackers = Components  HostPairs ~ OSINT  Hashes ~ DNS  Projects  Cookies
CERTIFICATES @
1-150f15 v Sort: Last Seen Descending v 25/ Page v
SHA1 First Seen
¥ 3deca3b8s1e3ccb7d5004df7b903b16e91d7c386 2020.01-13
Issued 20194211
Expires 2020-03-10
Serial Number 271722178714016001851935662716344085795470
SSL Version 3
Let's Encrypt Authority X3 (issuer)
Common Name
googletegmanager.com (subject)
googletegmanager.com (subject)
Alternative Names gocs ¢ J
www.googletegmanager.com (subject)
Organization Name Let's Encrypt (issuer)
Organization Unit
Street Address
Locality
State/Province
Country US (issuer)
> 82c47798690a250b22807b59544132c82183586 20191215
> cdSbcBS65020aeb384d2c2e954eaac9993ch96ae 20191211
> 60eccas4a268ed166a3c6c39099bc1ef3c877630 20194210
> 517ebB08305490297f3ca7b5271ceald6e9229f 20191211

1

Crowdstrike

Last Seen Infrastructure

2020-02-24

2020-01-19 91.134.122.252
201912413

20191212

201912-11

The results show that the domain googletegmanager.com is utilizing free let’s
Encrypt SSL certificates. This is common item we see with threat actors.

We see a free Let's Encrypt certificate. This is another indicator this is a
malicious or fraudulent website. Google would not be using free SSL
certificates for its infrastructure.

& nttps://community.riskiq.com/search/googletegmanager.com/subdomains

5 Apps

RISKIQ

20190003
20200330

Query Results

Blackisted 12 days ago

DATA

v % googletegmana.. 1

v % wwwgoogleteg... 1

By THW201 B THW 301

B2 investigations . Dashboard | Dash.. 9 BenjaminPowell.. (X Tracker Search for.. ] calendar.google.c.. (@ Riskia, Inc. - Sec

Q googletegmanager.com [S)

[rp—
O Categorze
Prvate rson

» TriNet

Plattorm @ Prezi Support Cen.

[ e

2019.09-21 t0 20200330

4 . ” 2 o s x 4 o s

Resolutions  Whois | Certficates  Subdomains | Trackers = Components ~ HostPairs | OSINT | Hashes = DNS

SUBDOMAINS ©

v 1-20f2% Sort: Hostname Ascending v 25/Page ¥
Hostname
googletegmanager.com
wvow googletegmanager.com
1-20f2 v

1 o '

Projects | Cookies | CrowdStrike

oOx Ok 2@ @

@ item List: My Bids.

» | B Other Bookmarks

Enterprise

[ §

Download Copy
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Step 11: Googletegmanager[.Jcom subdomain tab

https://community.riskig.com/search/googletegmanager.com/subdomains

Each of the subdomains could have completely different infrastructure
associated with it. We will investigate this later in a different use case.

com

= (OriskiQ Q googletegmanager.com

20171129 URL Solutions, Inc.
2020-02:26 Private Person

© categorize

2019-08-17 to 2020-02-26

DATA

4 4 15 2 o 7

1 4 1 1 3 o 1
Resolutions ~ Whois ~ Certificates  Subdomains  Trackers ~ Components  HostP OSINT ~ Hashes = DNS  Projects = Cookies  Crowdstrik

FILTERS @ SUBDOMAINS @

v . v : v v Downloa d Cop
. 1-20f2 Sort: Hostname Ascending ¥ 25/ Page Y
v % googletegmana... 1 LZEamaD Tags
v % wwwgoogleteg.. 1 googletegn

Www.goog
1-20f2v

.

One other subdomain is list www([.]Jgoogletegmanager[.Jcom.

Step 12: Click on the Components tab

https://community.riskig.com/search/googletegmanager.com/components

Page 16 of 24




Payment Card Skimmer Investigation

CcC a ity.riskiq. com * O&% 9@ @ o™ §

RISKIQ Q googletegmanager.com

20171129 URL Solutions, Inc.

© categorize
20200226 Private Person

DATA
4 4 15 2 ) 7 14 4 1 3 3 0 1
Resolutions ~ Whois  Certificates  Subdomains  Trackers = Components | HostPairs ~ OSINT  Hashes ~ DNS  Projects  Cookies  CrowdStrike
FILTERS © COMPONENTS @
> GOEOID 1-70f7 v Sort: Last Seen Descending ¥ 25/ Page ¥ Download Copy
¢ % SeverMode 3 Hostname First Last Category Value Tags
v % Framework 2 googletegmanager.com 2019.04-23 20200224 Server Module mod fegid (v2.3.9)
v % Operating Syste... 1 googletegmanager.com 2019.04-23 2020.02:24 Server Module OpenssL (v1.0.2kfips)
v % Server 1
googletegmanager.com 2019.04-23 2020.02:24 Operating System Centos
v HOSTNAME (1/7)
googletegmanager.com 2019.04-23 20200224 Server Module PHP (v7.031)
v % googletegmana... 7
googletegmanager.com 2019.04-23 20200224 Framework PHP (v7.031)
v NAME (5/7)
googletegmanager.com 2019.04-23 2020.02:24 Server Apache (v2.4.6)
v % PHP 3
googletegmanager.com 2019.06-05 2020.02:20 Framework PHP
v % Apache 1
v % Cent0s 1 1-70f7 v
v % Opensst 1
v % mod_fegid 1

.
We see a very lean components list. Threat actors do not usually stand up

components they do not utilize. We can see they this domain utilizes CentQOS,
PHP, and Apache.

Step 13: Click on the Host Pairs tab

https://community.riskig.com/search/googletegmanager.com/hostpairs
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c a ity.riskiq com * O 9@® @ W ' B

RISKIQ | Q googletegmanager.com S}

20171129 URL Solutions, Inc.

© categorize
20200226 Private Person

DATA
4 4 15 2 o 7 1 4 1 1 3 o 1
Resolutions  Whois  Certificates ~ Subdomains ~ Trackers ~ Components  HostPairs ~ OSINT ~ Hashes ~ DNS  Projects ~ Cookies  Crowdstrike
FILTERS @ COMPONENTS @
> WD 1-70f7 ¥ Sort: Last Seen Descending v  25/Page ¥ Download Copy
¢ X SeverModde 3 Hostname First Last Category Value Tags
v % Framework 2 oogletegmanager.com 2019.04-23 2020-02-24 Server Module mod_fegid (v2.3.9)
v % Operating Syste... 1 2019-04-23 2020-02-24 Server Module OpensSL (v1.0.2k-fips)
v % Server 1
2019-04-23 2020-02-24 Operating System Centos
v HOSTNAME (1/7
2019-04-23 2020-02-24 Server Module PHP (v7.0.31)
v X% googletegmana... 7
2019-04-23 2020-02-24 Framework PHP (v7.0.31)
v NAME (5/7)
2019-04-23 2020-02-24 Server Apache (v2.4.6)
v % PHP 3
googletegmanager.com 2019:06-05 2020-02-20 Framework PHP
v % Apache 1
v % Cent0S 1 1-70f7 v
v % OpenssL 1
v % mod_fcgid 1

o

The results show us all of the domains that are going to
googletegmanager[.Jcom and running JavaScripts. From the names listed
most appear to be online retailers. If googletegmanager[.Jcom is determined
to be malicious all of these domains might also be compromised.

Step 14: Click on the Resolutions tab
Right click on the IP address 92[.]63[.]192[.]191and open it in a new tab.
https://community.riskig.com/search/92.63.192.191

& community riskiq com/serch gocgletegmarnager

Q googletegmanager.com

O cumure
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C & community.riskiq.com/search/92.63.192.191 * O ® O U w@E §

RISKIQ Q 92.63.192.191 ©

20160723 LLCDigital Network

RU © Categorize
20200811 9263192024

2019-10.26 t0 20200505

oATA
n 2 9 o " 1 2 ' o o 2
Resolutions | Whois | Cenificates  Trackers ~ Components  HostPairs — OSINT | Hashes = Projects  Cookies | CrowdStrke  Services
FILTERS © RESOLUTIONS ©
) 1130013 v Sort: Last Seen Descending v 25/ Page v Download Copy
Resolve First Last Source Tags
>
googletegmanager.com 20194211 20200411 riskia, kaspersky, alienvault
" www.googletegmanager.com 20191211 2020-04-10 riskiq, alienvault
4 gorlon.in.ua 20191211 2020-03-24 riskiq, alienvault
~ SOURCE (4/19) weww gorlon n.ua 20191212 20200324 riskiq, emerging threats, alienvault
v % riskiq 12 92.63.192.191\032www gorlon.in.ua 20200227 2020036 riskiq
v % allenvault 4
mail gorlon.in.ua 2020-02-02 2020-03-09 riskiq
v % Kaspersky 2
v % emerging thress 1 webmail gorion.in.ua 20200105 20200305 iskiq
webdisk gorlon.in.ua 20200105 20200304 riskiq
cpanel.gorlon.inua 20200103 20200209 riskiq
autodiscover.gorlon.in.ua 20200103 20200209 riskiq
dc-3849d5a216df. mandarincc.info 201912114 20191218 riskiq
promorgesky.com 20170611 20170917 riski
spiralsteer.com 20160723 20161021 Kaspersky

1-130f13 v

The results show 12 new domains that have used this IP address over time.
Step 15: Right click and open wwwl[.]Jgolon[.Jin[.]Jau in a new tab.

https://community.riskig.com/search/gorlon.in.ua
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C @& community.riskiq.com/search/www.gorlon.in.ua * O 9@ @ an w. $
RISKIQ Q www.gorlon.in.ua (S}
L) © categorize
20200226
Query Results
v ANALYST INSIGHTS
lckised 10 oy g0 reT——— e T T
Crawled By RiskiQ 3 days ago
mEn
2019-08-17 to 2020-02-26
DAT
s 2 ” 2 ) n 2 2 1 2 1 1 )
Resolutions Whois Certificates Subdomains Trackers Components Host Pairs OSINT Hashes DNS Projects Cookies CrowdsStrike
FILTERS @ RESOLUTIONS @
> SETEITEOID) 1-50f5 v Sort: Last Seen Descending ¥ 25/Page ¥ Download _Copy,
v % rousble s Resolve Location Network ASN First Last Source Tags
v X Cloudflaredne. 2 92.63.192.191 RU 92.63.192.0/24 47981 2019-12:12 2020-02-26 riskiq, pingly, mnemonic

We can immediately see that the domain was blacklist 10 days ago. This
related infrastructure is showing that the googletegmanager[.Jcom domain is
associated with known malicious or fraudulent infrastructure.

Step 17: Crawl the website wwwl[.]Jalmamaterstore[.]in utilizing urlscan.io

We are now going to use a tool to visit and crawl the website
www/[.]Jalmamaterstore[.]in.

This is a safe way to investigate a website’s content without directly going to
the website. You can just view the results from the web crawl and understand
what is happening. This will prevent your computer from potentially getting
compromised and potentially tipping off the threat actor that you are
investigating them.

In a new tab open the website https://urlscan.io

Page 20 of 24




Payment Card Skimmer Investigatio

Search for wwwl[.Jalmamaterstore[.]in

C @ urlscan.io * O & 9

urlscan. AHome QSearch IMAPI $Live ©OAbout L login 4] running

£ SecurityTrails

urlscan.io

A sandbox for the web
www.almamaterstore.in| » PublicScan ¥ Options

Recent scans
& URL Submitted Size Ps v #

miarroba.com/ 36secondsagp @ 3MB ) 37 7 E
O infox1.com/UnsubscribePage.html?mkt_unsubscribe=1&mkt_tok=eyJpljoiWkRNNU9XUTRZ. 37secondsago °f  66KB 16 5 3=
O  chouitar.nlAw8iYxnSOIBs1&subid2=wgi100gq8adcro7t1gm39gad 38secondsago of  244KB 2 3 3 =
O  www.xl.com/errorhtml 38secondsago Sf 720KB 50 24 6 W
O americancapitalone.com/ 40secondsago o¢  12KB 2 1 1

chestyi.com/suntrust/login.online-banking.suntrust.com/SunTrust/1/1.htmI?%3C?ph. 41secondsago @ 1iMB 6 10 7 @&

wwwivakantieveilingen.nl/producten.html?utm_source=selligent&utm_medium=email&u. 41secondsago o 1MB 38 12 4 =
O eut-usl.ckednassets.com/448/creatives/33077/hydrestore-start jpgZplatform=hoots. 44secondsago Z¥  65KB 1 1 1 M=
O wwwax1.com/errorhtml 45 seconds ago 719KB 50 24 5
O wwlwalmarcapitalone.com/?sub1=2eb03d38-58f8-11ea-9614-bc2ca8556ef0 45secondsago 5¥ 104KB 8 4 2 W

21982077 public scans - 45909605 in total

£9) SecurityTrails

Step 18: Review the results
https://urlscan.io/result/2b115d7c-95a8-422b-b00d-76aee0733efl

<« > C @ urlscan.io/result/2b115d7c-95a8-422b-b00d-76aee0733ef1 * O &% 9

O) uriscan. AHome QsSearch UlAPI  $Live ©@About L login

£9) SecurityTrails i running

www.almamaterstore.in
URL: http://ww tore.in

Effective URL: https://www.almamaterstore.in/
On February i y 26th 2020, from US ==

ASummary #HTTP 137 iCLinks 6  WBehaviour 4+loCs | &'Similar (47821 [EDOM i Content ERAPI

Summary Screenshot T B
This website contacted 23 IPs in 8 countries across 22 domains to perform 137 HTTP 25
transactions. -
The main IP is 35.200.139.97, located in Ascension Island and belongs to GOOGLE, US. The Tis SUMMER]

main domain is www.almamaterstore.in.

TLS certificate: Issued by Let's Encrypt Authority X3 on January 28th 2020. Valid for: 3 months. CUSTOM DESIGNER TEES
ORDER 10 AT

The main domain was scanned 11 times on urlscan.io 3299/-EACH

1782 structurally similar pages on different IPs, domains and ASNs found

Verdict:

Google Safe Browsing: @ Clean

. Lo . £ Detected technologies
Additional live information

@ Ubuntu
Current DNS A record: 35.200.139.97 @ Bootstrap -
G Nginx A Website
Domain & IP information ~ Mustache A Website
IPASNs  IPDetall  (SubjDomains  DomainTree  Links  Certificates 4% Zendesk Chat e
B3 Facebook # Website
IP Address As ) Font Awesome A Website
1469 35.200.139.97 15169 (GOOGLE) 7% Google Analytics A Website
2 2200:1450:4001:812:2002 W 15169 (GOOGLE) %% Google Analytics Enhanced eCommerce A Website
FA Google Font AP 2 Website

We see an image of the website and all of the collected information.
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Click on the HTTP tab.

Scroll down until you see the entry for googletegmanager[.Jcom

< C @ urlscan.io/result/2b115d7c-95a8-422b-b00d-76aee0733ef 1#transactions
@GET 200 clip-rotatecss 3KB  2364ms
H/11  OK  /catalog/view/theme/default/stylesheet/d social login/pre_loader
@ GET 200 stylescss 5KB  2383ms
H/11  OK  /catalog/view/theme/default/stylesheet/d_social login
@ GET 200 swiperjqueryjs | LT 204KB 183ms
H2 ik.imagekit.i

wiper/js

@GET 200 supermenu-responsive.js?v=30 [ETIETY 4kB  2728ms
H/11  OK  /catalog/view/javascript/supermenu
@GET 200 jqueryhoverintent.minifiedjs By 1B 2754ms
H/11  OK  /eatalog/view/javascriptisupermenu
@GET 200 spinminjs |8 Show response CLCIIFZAT LN
H/11  OK  /catalog/view/javascript/d social_login
@GET 200 gaejs | TR 2KB 2844ms
H/11  OK /catalog/controller/extension/analytics
@GET 200 commonjs 16KB  2879ms
H/11 oK Jeatalog/view/javascript
#@GET 200  OneSignalSDK s 8KB  28ms
H2 cdn.onesignal.com/sdks
@GET 200 js?id=AW-1003588398 75KB  42ms
] ‘www.googletagmanager.com/gtag.
@GET 200 embed.minjs | BTN 14KB 771ms
H/11  OK  googletegmanager.com
@ GET 200 googlesvg 1KB  579ms
H/11 oK /image/catalog/d_social_login
@ GET 200 facebooksvg 8168 402ms
H/11  OK  /image/catalog/d social login
@ GET 200 twittersvg 1KB  2121ms
H/11  OK  /image/catalog/d social_login
@GET 200 linkedinsvg 1KB  377ms
H/11  OK  /image/catalog/d social login
@GET 200 logo.png 5KB  385ms
H/11  OK  /image/catalog
& GET 200 closemenunng 176R  318me

Click on show response button
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<« C @ urlscani 1fb62f 18e1b39fe62e5 3fe71d7fb7b/ B % O & -

if (typeof JSON l== "object")
JSON = {};

(function() {
"use strict";
var rx_one = /*[\],:{}\s]*$/;
var rx_two = /\\(2:["\\\/bfnrt]|u[0-9a-£A-F]{4})/g.
var rx_three = /"[*"\\\n\r]*"|true|false|null|-2\d+(?:\.\d*)?(?:[€E][+\-]2\d+)?/g;
var rx_four = /(2:%|:],)(2:\s*\[)+/g;
var rx_escapable = /[\\"\u0000-\u001£\u007£-\u009£\u00ad\u0600-\u0604\u070£\ul7b4\ul7b5\u200c-\u200£\u2028-\u202£\u2060-\u206£ \ue£ £ \uEL£0-\uf£££) /g;
var rx_dangerous = /[\u0000\u00ad\u0600-\u0604\u070£\ul7b4\ul7b5\u200c-\u200£\u2028-\u202£\u2060-\u206£f\ufeff\ufff0-\uffff)/g;

function £(n) {
return n < 10 2 "0" + n : n;

}

function this_value() {
return this.valueof();

}
if (typeof Date.prototype.toJSON !== "function”) {
Date.prototype.toJSON = function() {

return isPinite(this.valueOf()) ? this.getUTCFullYear() + "-" + £(this.getUTCMonth() + 1) + "-" + f£(this.getUTCDate()) + "T" + £(this.getUTCHours()) + ":" + £(this.getUTCMinutes()) + ":" +
£(this.getUTCSeconds()) + "Z* : null
)

Boolean.prototype.toJSON = this_value;
Number .prototype.toJSON = this_value;
String.prototype.toJSON = this_value;

}

var gap;

var indent;

var meta;

var rep;

function quote(string) {
rx_escapable.lastIndex = 0
return rx_escapable.test(string) ? "\"" + string.replace(rx_escapable, function(a) {
var ¢ = metala];
return typeof c === "string” ? c : "\\u" + ("0000" + a.charCodeAt(0).toString(16)).slice(-4);
}) o+ \TT s \"" 4 string + "\"";
}
function str(key, holder) {
var k;
var v;
var length;
var mind = gap;
var partial;
var value = holder(key];
if (value && typeof value === "object® & typeof value.toJSON === "function") {
value = value.toJSON(key);

}
if (typeof rep === "function")
value = rep.call(holder, key, value);

}
switch (typeof value) {
case "string":
return quote(value);

This script is a variant of Magecart credit JavaScript skimmer. To see when
this domain was infected if you look at the hostpair tab for
www/[.]almamaterstore[.]in. you can see the first and last seen dates for
traffic reaching out to googletegmanager[.Jcom

Searched domain child relationship Frist Seen Last Seen cause

www.almamaterstore.in www.googletagmanager.com 2018-06-30 2020-02-24 script.src

From this information you can see that his website has been compromised
since June 30, 2018 and is still compromised.

Note: RisklQ has notified this domain over the years about being infected with
Magecart and they have never cleaned up their domain.
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Conclusion:

While investigating it is best to utilize tools that safeguard your systems from
possible compromised and limiting the threat actor from finding out you are
investigating them.

PassiveTotal was able to show that a script was modified in late June of 2018.
By examining the DOM from www/[.]Jalmamaterstore[.Jin (using
https://urlscan.io) we were able to determine exactly what script the web site
was calling from googletegmanager[.Jcom.

But to prevent future compromises we needed to determine the
vulnerabilities that exist on the web site so it can be patched or upgraded to
prevent malicious code from being inserted back on the website.

We hope you enjoyed this use case and share it with your friends and
collogues.
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