O RISKIO

Turla Waterhole Attack Investigation

The Turla Waterhole attack was a malicious reconnaissance campaign that targeted ministry and embassy websites.
All of the targeted websites were also located in Washington, D.C. This attack allowed the threat actor to track
users that visited the compromised websites without their knowledge. It is believed that the threat actor was using
these compromised websites to secretly track dissidents on the internet.

Lets Get Started

STEP T Log in to RisklQ PassiveTotal™. https:/community.riskig.com/login

In this exercise, you have been given a compromised device. During your investigation, you have
isolated a compromised system communicating to rss.nbcpost.com. You are tasked with investigating
the domain to gain more information about the threat actor and understand what they are doing.
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STEP 2: In the Discover window type: “rss[.Jnbcpost[.Jcom” without the quotes or [] and hit the Enter key.
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STEP 3

STEP 4: as you investigate each domain click the box next to the domain name and modify the Host Pair

Investigate the Host Pair Tab

* What type of domains are listed?

* Are the domains malicious or non-malicious?

* What causes the domains to be associated with rss[.Jnbcpost[.Jcom?

* What does it mean to be a parent domain to rss[.Jnbcpost[.Jcom?
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Classify the Host Pairs as Malicious or Non-Malicious.

You can even add a custom tag to mark the Host Pair domain like embassy, gov, commercial, social-

media.
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STEP 5: Right click on www[.Jnamibianembassyusal.]Jorg and open link in a new tab

STEP 6: Clicking on the PassiveTotal Tab showing www/[.Jnamibianembassyusal.]Jorg

Click on the Tracker tab

Investigate clickyld 10673048 by right clicking on the value and open the link in a new tab.
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STEP 7: Examine the Tracker search results for www[.Jnamibianembassyusal.]Jorg

Results show the relationship between the tracking id and other domains. These domains appear to be

associated with governments and/or embassies.
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STEP 8: Examine the Domain www/[.]Jrussianemlbasy[.]Jorg

Look to see if you find any results only last a couple of days?
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STEP 9:; Investigate Trackers www/[.Jrussianembasy[.Jorg
Google Analytics Account Number ua-38543209
And
Google Analytics Tracking Id ua-98543209-5

right clicking on each tracker and open the link in a new tab.

Trackers show a relationship between these trackers and

STEP 10: Examine the results for Google Analytics Account Number ua-38543209

All of the websites are associated with this same tracker and are part of the threat actors campaign.
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STEP 11: Examine the results for Google Analytics Tracking Id ua-98543209-5

All of the websites are associated with this same tracker and are part of the threat actors campaign.
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STEP 12: Go back to www/[.Jnamibianembassyusal.]Jorg and Investigate the following Host Pair Domains:
www/[.]Jmentalhealthcheck[.Jnet
and
cdnnetwork[.Jocry[.Jcom

right clicking on each domain and open the link in a new tab.
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STEP 13: Examine the Host Pairs for www[.]Jmentalhealthcheck[.Jnet

Here we see additional websites associated with attack campaign.
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STEP 14: Examine the Host Pairs for cdnnetwork[.Jocry[.Jcom

Here we see associations connecting to the Jordan Embassy.
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STEP 15: Right click on jordanembassyus[.Jorg that has a Cause from script.src and open link in a new tab
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STEP 16: Examine Trackers for jordanembassyus[.]org
Investigate Google Analytics Account Number ua-24940001
And
Google Analytics Tracking Id ua-24940001-1

right clicking on each tracker and open the link in a new tab.
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STEP 17: Go back to the tab for rss[.Jnbcpost[.Jcom
Click on the cookie tab

Investigate cookie named PNPSESSID

right clicking on the cookie name and open the link in a new tab.

STEP 18: This cookie was used to track users on all of the websites listed.
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STEP 19:

Go back to the tab for rss[.Jnbcpost[.Jcom
Review the project tab.

Click on the project named “PassiveTotal: Turla’s Watering Hole Attack Campaign”
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STEP 20: passiveTotal: Turla’s Watering Hole Attack Campaign

This project includes the list of compromised websites along with IOCs associated with the Turla
actor group. This information is based off of the below reporting and RisklQ’s follow on analysis of the
identified infrastructure.

06.06.2017 - ESET release a blog post Identifying use of social media channels for C&C and ClickyIDs
to mask malicious javascript

https:/www.welivesecurity.com/2017/06/06/turlas-watering-hole-campaign-updated-firefox-
extension-abusing-instagram/

02.07.2017 - Forcepoint Releases a blog outlining Turla’s use of compromised embassy websites for
conducting reconnaissance on target victims

https://blogs.forcepoint.com/security-labs/curious-case-reconnaissance-campaign-targeting-ministry-
and-embassy-sites
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Conclusion

This attack was a reconnaissance campaign that actively targeted visitors to government websites. The tactics and
the targeting of this campaign overlaps with those of the Turla group. However, no conclusive evidence is available
to confirm a relationship or the motive behind this campaign.

This use case was the reason why RisklQ released this new Cookies data set that was created from crawl data. This
new data set helped to uncover how the threat actor operated and tracked users identifying the compromised
websites.
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