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How will You Apply this information to your

organization and career?

Complete the “equation” for attendees:

Your role as instructor Attendee role as student
We will demonstrate and give you Your role as a student is to ask
skills to immediately improve your guestions and verify that you can
overall investigations with an apply the knowledge you gain in
enhanced perspective your investigations
QRISKIO
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How to apply this in the
office = critical to justify
attendance

You will be able to demonstrate new
skills, experience running freely
available tools. You will be able to
demonstrate smarter, faster, and
more accurate investigations skills.
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Provide an “Apply” Slide — Part 2

When we are complete today:

* You will be able to understand your organizations own External Attack and how you can leverage it to enhance your
Investigations.

Warning!!
* You will be investigating real bad things. Which include live, real-time observations from the internet.

* We will share online resources (e.g., IP addresses, domain names) that are dangerous and pose a clear
and present danger.

* We ask our participants to use their best judgment and minimize unnecessary risk while interacting with
malicious systems lab exercises.
Tools

* We will be utilizing browser-based apps except when creating and running scripts.
* Screen sharing will be used. We encourage questions to make this workshop interactive.

* Below are tools that might need to be installed on your computer for small parts of some exercises. Don’t
worry if you do not have the tools installed everything will be demonstrateo?and slides will be provided to
everyone.

* Python3 https://www.python.org/downloads/mac-osx/
» Jupyter Notebook https://jupyter.org/
« MISP
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https://www.python.org/downloads/mac-osx/
https://jupyter.org/

Tools to use in the exercises today

During the investigations we will be using the following tools.

Please bookmark the following websites.
 RisklQ PassiveTotal https://community.riskig.com
* Python3 https://www.python.org/downloads/mac-osx/

e RisklQ.SunBurst.Hunter
https://github.com/NoDataFound/RisklQ.SunBurst.Hunter

* Jupyter Notebook https://jupyter.org/

e Library for RisklQ PassiveTotal and llluminate API
https://pypi.org/project/passivetotal/

e MISP http://rsalab.threattracking.com/
e Lab Files https://www.riskiq.com/threat-hunting-resources/rsalab
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Benjamin Powell
Director of Technical Marketing (CEH)

Background

*  Worked in IT for over 30 years.
*  Focused on Security for over 14 years.

* | have personally worked in IT in the following industries:
* State government
* International Airport
* Port District

*  Education

e Biotech

* Financial services Fun Fact:

* Manufacturing
e Be careful when you tell people in
IT your hobby is spearfishing.

* Software development
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Corian (Cory) Kennedy

Principal Vulnerability Researcher
Background

* Hunter for advanced threat actors at internet scale targeting critical infrastructure and
across all sectors

* Contributor to intelligence sharing frameworks (code and processes) including work with the
National Defense ISAC is the Information Sharing and Analysis Center for the Defense
Industrial Base

e HaKCer since 87

* 19 years working with Red, Blue and Purple Teams

* Founder SecKC.org
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Investigation Methodologies we will be using today

* Leveraging the attack surface to enhance investigations

 Attack surfaces can be your organizations, partner, and even a threat
actors

* Filtering Indicators against the attack surface for relevance to take the
appropriate action in your investigations.
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Why is Attack Surface Intelligence Important

Salesperson or Management

* | just read that there is a new
Exchange Vulnerability our
today.

* Are we ok?

* Are we patched?

 What about our partners?
* How bad is the attack?
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Cyber Kill Chain

Deep & Dark Web Open Web /\Entry

Delivery

101010100
011000010
100010001

External Threat Exposure Internal Security Controls and Spend
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DISCUSSION DOMAIN EMAIL
ON TARGETS REGISTERED CAPABLE
Treat Actors discuss Typosquatted domain SPF or MX record added . .
potential targets and purchased, but no email to the domain’s DNS Proa Ct|ve Secu r|ty
vectors capability or web content | records : :
pability Outside the Firewall
associated
DISCUSSION SITE UNDER
ABOUT CONSTRUCTION
COMPROMISED HOSTS Un-parked, partially setup
Treat Actors discuss DOMAIN phishing page INCIDENT
compromised hosts on PARKED RESPONSE
t Domain resolves to a Phish blocked in browser blacklist,
argets network . i
parked page. Owner PHISH ATTACK Domain name suspended; site taken
generates revenue off Phishing page is live, down by hosting provider
of ads email campaigns send
traffic

Deep & Dark Web Open Web /

Discussion  Planning Recon Setup Weaponization ) xploitation |nstallation C&C/

& Actions
re 011000010
\{ 100010001 ﬂ ﬂ

External Threat Exposure Security Gap
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Continuously Monitoring Threats Over Time

DOMAIN

REGISTERED
Typosquatted domain
purchased, but no email
capability or web content
associated

DOMAIN

PARKED

Domain resolves to a
parked page. Owner
generates revenue
from of ads

ORrIsKIQ
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EMAIL
CAPABLE

to the

M T T F S S M T W T F S S M T W T
. . . Attack,
Potential Threat High Risk

domain’s DNS records

SITE UNDER
CONSTRUCTION

MX or SPF record added  Un-parked, partially setup

phishing page

PHISH ATTACK
Phishing page is live,
email campaigns send
traffic

INCIDENT

RESPONSE

Phish blocked in browser blacklist,
Domain name suspended; site taken
down by hosting provider

00 0

Post-Resolution
Monitoring

11
Benjamin
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WHOIS UPDATE
Domain WHOIS records
updated to reflect new
ownership

NEW SUBDOMAIN

ADDED

login.acme.com hostname
created

CONTENT

CHANGE

Official logo detected
on page on new host

Potential . .
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Attackers Can’t Avoid the Internet

1. Actions on the Internet emit signals

2. Signals are ephemeral and go unnoticed unless someone’s

listening

3. Captured signals can expose stages/elements/infrastructure of an
attack

2. Exposed elements can destroy operations or render them less
effective

5.  Destroyed operations is money wasted
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Attackers Can’t Avoid the Internet

Threat Actor

Internet Signals Emitted
ORriskia 13
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-
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Targeted User
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Attackers Can’t Avoid the Internet

Threat Actor on the internet

'®

Threat Actor . . Targeted User
Internet Signals Emitted

IP addresses

Network blocks

Autonomous systems (ASN)
Internet service providers (ISP)

&
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Attackers Can’t Avoid the Internet

Threat Actor Creates Email

@ o

Threat Actor . . Targeted User
Internet Signals Emitted

User IP addresses

User network blocks

User autonomous systems (ASN)
User internet service providers (ISP)
Email provider

Email subject

Email body

Email body

Email attachment
Email headers

Email language

Email date/timestamp

&
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Attackers Can’t Avoid the Internet

Threat actor sends phishing email message
Phishing

Email I |
o .. aAiun
L X

Threat Actor - - Targeted User
Internet Signals Emitted

User IP addresses

User network blocks

User autonomous systems (ASN)
User internet service providers (ISP)
Email provider

Email subject

Email body

Email body

Email attachment
Email headers

Email language

Email date/timestamp
Transit IP addresses
Transit network blocks
Transit times

&
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Attackers Can’t Avoid the Internet

Targeted user receives phishing email message

+++++ '@ m

¢ .. Oal
o0 Phishing

Threat Actor Email Targeted User

Internet Signals Emitted

e  User IP addresses e  Email body e  Transit autonomous systems (ASN)
° User network blocks ° Email attachment ° Read date/timestamp
° User autonomous systems (ASN) ° Email headers ) Read notification
° User internet service providers (ISP) ® Email language ° Reader host operating system
e  Email provider e  Email date/timestamp e  Reader location
° Email subject ° Transit IP addresses
° Email body ° Transit network blocks
L Transit times m
@ R I S K I QAccount: rsalab-01@threattracking.com Password: RSAriskiqg!1-01 Y RSACOer renceZOZl

Benjamin



#RSAC

Signals at your disposal to the community

* Globally-placed sensors and proxies
* Headless web crawlers performing billions of requests a day
e Regular IPv4 internet scans for ports and data

* Mined open-source intelligence and results

Exposed

HTTP
Headers Services
Passive
DNS
Host Console

Details Logs
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Caveats to Threat Infrastructure Analysis

* All data sources have a bias
* Gaps in collection, specific processes, time zone skews, etc.
* Connection != Solid Analytical Lead (SAL)

* Analysts must apply their experience and evaluate the results
e SAL should be backed up with multiple points-of-proof (PoP)

* Process is not static
* Infrastructure can change at any moment
* Requires constant monitoring and analysis to remain accurate
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Why Apply Threat Infrastructure Analysis Inside
Your Organization?

* Proactively identify threats
e Related infrastructure (reuse of unique details)
e Uncover overlap in targeting (verticals, individual, etc.)

e Assess potential threats
 Historical context (who did they target, when, etc.)
* Measure capabilities -Tactics, Techniques and Procedures (TTPs)

* |dentifies gaps inside your organization
* Do you have enough to inform your own investigations?

e Can you deploy your own sensors and collection?

* |s there existing data not being leveraged?
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How to Build an Attack Surface

* Tribal knowledge from multiple tribes

* Spreadsheets

* WHOIS information

e External DNS servers

* SSL Certificate information associated with IP addresses
* ASNs

* Port Scanning of IP addresses

* Vulnerability Scanner

* Or use a tool that can create it for you
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How did we create the attack surface today

e Combination of WHOIS, PDNS, DNS Name Server Information, Web
Components, SSL Certificates associated with IP addresses, Port
information.

* Today we will be using the public internet accessible attack surface for
Aeroflot-Russian Airlines.

@ R I S K ‘() Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 . . RS/\@COﬂfe renceZOZ:l'
Benjamin & Cory



#RSAC

Login to RisklQ PassiveTotal

https://community.riskig.com/

Username: rsalab-01 @threattracking.com
Password: RSAriskiq!1-01

Aeroflot-Russian Airlines
https://community.riskig.com/attack-surfaces/371662
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Downloaded the Attack Surface

Home / Attack Surface Intelligence

Aeroflot-Russian Airlines
Attack Surface Priorities
High Severity

Medium Severity Low Severity

#RSAC

H |

Keystone _ Descriptior Created Dz Updated D: First Seen [ Last Seen C Tags
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SSL_CERT
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aeroflot.ru

aeroflot-jaf
aeroflot.ru
aeroflot.ru
aeroflot<a
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Microsoft £ Service
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Akamai Hosting Prc
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Hosting Prc

Akamai Hosting Prc

‘access<ont *, APIm-De address

Apache, Go Server, Tag Content-En gzip, Apach GoogleAna ua-258165

2 A 8 (4 D E F
1 1 1 |Asset NamIUUID Status
i 2 *.andreys.a 296b2ala- Approved | *.andreys.3 2021-05-0:
Observations 3 *.aeroflotg 1475510d- Approved | * aeroflotg 2021-05-0:
4 *.aeroflot< a80158be- Approved | *.aeroflot< 2021-05-0:
5 test-groups c2f5c748-E Approved | test-groups 2021-05-0:
. 6 *._tep.ve.a e68bfbed-€ Approved | *._tcp.ve.a 2021-04-0!
Found from 1 of 23 Insights Found from 5 of 43 Insights from 6 of 11 Insights 7 |* tcpvc.a 4bdc2b23- Approved | *tep.ve.s 20210401
8  m-afl-stagir 1daa0aea-€ Approved | m-afl-stagir 2021-04-0!
9 myapps.aer 1e0cfc19-f ved | 2021-04-0!
lop Observations op Observations op Observa s 10 *.www.aer 1ee23834- Approved | *.www.aer 2021-03-0!
11 *.m.aeroflc 69d94f6f-d Approved |
Microsoft Patches Four 0-Day Remote Code Execution V... 2 Expired SSL Certificates 5 Deprecated Tech - Nginx 3 12 *.aeroflot.\ 1075050~ Approved |
13  *.aeroflotc 046cb271- Approved |
'SUNBURST Supply Chain Attack Against SolarWinds Ori.. 0 HAFNIUM targeting Exchange Servers with 0-day exploits 2 Deprecated Tech - PHP 3 14 *.aeroflot< 4086c2a4- Approved |
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Preparing the data for MISP

* Importing the individual sheets of data (AS, Domain, IP_Block,
IP_Address, Host, SSL_Cert, Contact)

* Enriching the attack surface inside of MISP

* Enriching the attack surface via API Calls to RisklQ PassiveTotal
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unburst Hunter Commands to enrich data

OxDEADBEEF

Usage

MMMy

@mfgi e $ python RiskIQ.Sunburst.Hunter.py

All menu selections provide additional instruction.

y. NMs
« dMMM

File uploads require full path, unless file for upload resides in

the running directory.

nul”r”IH t]\IHHH SunBURST Hunter
] e

MENU

Otherwise just enter filename file.txt’

- SSL Certificate Keyword or Hostname Search
- Upload list of hostnames to search

° SSL Certficate Extras

Ficldnane] - S5 Cartificate Fisldnane Search https://www.riskiq.com/threat-hunting-resources/
Under Other Resources
Download the RSALab zip file

MISP Operations

MISP] - Upload findings to MISP

p Search History[5] <«
test.com

https://github.com/NoDataFound/RisklQ.SunBurst.Hunter

Password: RSAriskiq!1-01 C 26 RSAConference?2021
ory
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#RSAC

What is MISP

MISP - Open-Source Threat Intelligence Platform & Open Standards For
Threat Information Sharing

 https://www.misp-project.org/

 We have created an instance that we will use in the labs
* https://rsalab.threattracking.com/

https://rsalab.threattracking.com/
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#RSAC

Hosted MISP https://rsalab.threattracking.com/

* We have created accounts for everyone to use. An attack surface has
already been loaded for you to use in the labs.

 Account information will be

* Account: rsalab-@1@threattracking.com
e Password: RSAriskiq!1-01

https://rsalab.threattracking.com/

ORiskia :
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#RSAC

Hosted MISP http://rsalab.threattracking.com

* View Correlation Relationship Map to see your attack surface

View Event Hover target ‘
Attribute: 2077147 )
Name: riskiq.gmbh attribute: ee6dtd

View Correlation Graph

i M&%g%magmm

View Event History ) atiggte: c24ddc7d2stbb14250ecd451c764d42622037h .

ISP atuibute: 139umm“w, EAMGRE 901430101205 1ccbdatafota
@ event: (1039)-Suspicious domains extrapolated.
Edit Event nt: (1518) ObliqueRAT SRS MRV G atribute: szmuzebm;;ésﬁsvzgueaﬂaau sno:s;xggaesasba
attribute: Rba%tsisakR
Delete Event ) 2] attribut 74243175fe
o At attribute: 55asomuar|@u (o3 000dModos0714d48668d
Add Attribute \
atbuey AR . agsﬂmsgg 32@2;%91%&
Add Object oot .
i § ] =
Add Attachment anru BB Hilo Atrbe: 184.168.221.36
o attribute: 97dc0abccdf3ed
altribuRiiSuees: EX: tation.doc B
Add Event Report attribute iffe —
attribute: 82641258fe2278bd 1 RN S 3 NDSPAIROR do72bb644b6d ® attribute: riskiq.com
Populate from atiribute: HéiribRdenhHe:iagmineIniERNe bing £ ol
attribute: riskiq.cloud
ch Eve 7770 4)b889d066A co78) 564423981
Enrich Event aout SR SAT SR R S
tribyte: 2 5 i 737c456494) 13cBd1f R fisido.
Merge attributes from annbule Da 9498% 93ebbel 35533%’&93339&%&;?1%&&15%3583
) ®
attribute: 1dd25a43002607770743408543b1 22448 blect: domain-ip o B
[ Selected B vibute: 185,183,901 :

Attribute: 2077167 vibute: acbgRRRTe7 1¢73AIREbATNARHEI RiRaRuel PSS S B ise

- 19331580a3f16/85502 3 ' .
Name: riskigglobal.com event: (1519) ObliqueRAT g ﬁ@ednacx

Publish (no email)

Publish event to ZMQ ttribute: aoacsan77sszb74b72asamm14cl§§l‘?{é4§?°‘°°' B

8dff690392c1 7424b96472=a5906a

Contact Reporter

attribute: 1511sosaclet472c5a5ab55572ﬂ7anmec1 ip-port a Isqu us
Download as . attribute: nnou@sazceﬂosaas‘sdsabaiswzs 7 Sebine A 1 i jpia site
- 15a0t o208 604 Riskia. TRL i g
"Buardian.com
object: np-aphaddress attrib
attribute: 338¢) atiribute:
) attribute: 52.388b3 ot b
Add Event at@lite: Host Sailor o ) attribute:
attribute: 4.88969 B ghlect: asn
N annn ite: attribute: serial
al_'lQu Sailor NL Services mﬁw il
attribute: 07 am ” :.;l 8
atribute: Nethatersi0117 attribute dhucation
B attribute £} eon p—_—p
tiribute: serial a
attribute: riskio.co atiribute: serialgybgrsgsifiiey event: (1520) RSALabs Attack Surface
n am-bé\!"ﬁmm
attribute: cyberriskig.com )
’ B B atiribute: riskiqglobal.com
attribute: riskiq.fail attribute: riskig.mobi

event: (1322) OSINT - 200+ hosts attempting

e e Y
https://rsalab.threattracking.com/
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#RSAC

What Can | Do With My Attack Surface

(Red / Blue / Purple Teams)

* Is an OSINT article relevant to my organization?
* Do we have the vulnerability that was published OSINT article?

Q R l S K ‘ () Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 20 . . RS/\@CO N fe rence 202 :l'
Cory and Benjamin



#RSAC

What Can | Do With My Attack Surface

(Red / Blue / Purple Teams)

Hands-on LAB
* Is an OSINT article relevant to my organization?
* Do we have the vulnerability that was published OSINT article?

* Tasks
* Import 2 OSINT Articles
* View Correlation Relationship Map

https://www.fireeye.com/blog/threat-research/2020/05/analyzing-dark-crystal-rat-backdoor.html
https://community.riskig.com/article/f990eb3b

https://rsalab.threattracking.com/
ORiskiQ RSAConference2021
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https://community.riskiq.com/article/f990eb3b
https://community.riskiq.com/article/f990eb3b

Correlation Map to Attack Surface

Hover target
Attribute: 2077147
Name: riskiq.gmbh

View Event

View Correlation Graph

View Event History

ISP
Edit Event nt: (1518) ObliqueRAT ratums with vew _cam...

Delet:

Event

Add Attribute attribute|

Add Object
auibutHSHE
attribute:
attribute:

Add Attachment

attriburattguses:
Add Event Report

Populate from

s
attribute: 2eRFiecit 737?@':‘3?9

an..bu.s"esséﬁs%ﬁ?%g%*maas

attibute: 1dd25a43042607770743408543b122458) oblect domain-p
B ribute: 185.183.98 182

vibute: adbgRiB77 157 3rdeRbT AR el RSN BG  B)

Enrich Event

Merge attributes from )

Selected

Publish Event
Attribute: 2077167

Publish (no email)

) B attribute: B44BYEE

attribute:
cclcdBbo0cEMOdCE071404566842
5{%@’!@%@@3@%@% obfse
) ; 2]

almula 184.168.221.36

Wmﬁmﬁdwmubsd

attribute: 92fb02ebc146662b241 e®738c1@6|70c657b6

ME@QM%@;&;&;&%

atiribut
@ aﬂrlme. €24ddc7d25fbb1 42598(:@451 c764d4a6a2b37b .
4 v &’}:9814301912'5|ccb4a14fb|3

event: (1039)-Suspicious domains extrapolated

39bRgpaes3sba

ile
§7dc0becatded
tation.doc

B GhceTecn 4adeaTduscos adanacsal
R TR 0T SR RSsRa  aob

Name: riskiqglobal.com ove

Publish event to ZMQ tribute 903!:58"77662b74b725649'8@14c’9%§4&pled B

8dff690392c1 741:4!:96472:35%%
attribute: '5115053cle|472€5353b55672wah’lecl ip-port a

Contact Reporter

Download as attribute: l1saob@sdzcwmaaslsdsabatswzs 7!
P eﬁws 8043a7 ek, TRL
objact: hp-appaddress
List Events attribute: 338§
attribute: 52.3#8ba o
Add Event

anfllte: Host Sailor iy
attribute: 4. 969 attribut
attroUteit O%Sanlor NL Services

object: asn

attribute: 07
attribute: Nethatiend0117

event: (1322) OSINT - 200+ hosts attempting

19331580a3f1ef85!

502
nt: (1519) ObliqueRAT

n

attribute: cyberriskiq.com

®

attribute: riskiq.fail

74243175t

B

attribute: riskig.com

attribute: riskig.cloud

attribute: fiskio.us

msp

event:(1520) RSALabs Attack Surface

)

) attribute: riskigglobal.com

attribute: riskig.mobi

#RSAC

ggle physics

https://rsalab.threattracking.com/

ORISKIO
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#RSAC

SINT -> Attack Surface -> MISP -> Impact -> Action

Portal / Exchange servers under siege from at least 10 APT groups

O *x e

Exchange servers under siege from at least 10 APT

groups (® Public Indicators

. ~ > 1 B
Malware Microsoft ESET hafnium .

Description  Public Indicators (55)

( ® OSINT Sources
Description : ¥
Shodan
On 2021-03-02, Microsoft released out-of-band patches for Microsoft Exchange Manual Enrlchment
Server 2013, 2016 and 2019. These security updates fixed a pre-authentication 0 . Intel
remote code execution (RCE) vulnerability chain (CVE-2021-26855, CVE-2021- 4
26857, CVE-2021-26858, and CVE-2021-27065) that allows an attacker to take 0 DNSDumpmr
over any reachable Exchange server, without even knowing any valid account
credentials. ESET has already detected webshells on more than 5,000 email
servers as of the time of writing, and according to public sources, several important Fllllllll
organizations, such as the European Banking Authority, suffered from this attack.
On 2021-02-28, ESET noticed that the vulnerabilities were used by other threat @ OSINT Sources
actors, starting with Tick and quickly joined by LuckyMouse, Calypso and the -
Winnti Group. This suggests that multiple threat actors gained access to the details Automated Enrichment m
of the vulnerabilities before the release of the patch, which means we can discard
the possibility that they built an exploit by reverse engineering Microsoft updates. ® Threat Intelligence Portal
Reference URL(s) (® DNS Dumpster

Us

u R I S I/ ‘ () Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 C RSACO N fe rence 20 2 :l‘
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#RSAC

How Can Threat Hunters Leverage the Attack Surface

Hands-on Lab

https://blog.talosintelligence.com/2021/02/obliquerat-new-
campaign.html

* Tasks
* Import OSINT article indicators
* View Correlation Relationship Map

https://rsalab.threattracking.com/

O RrRiskIO 34 RSAConference?2021
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https://blog.talosintelligence.com/2021/02/obliquerat-new-campaign.html

#RSAC

Correlation.Map to Attack Surface

event:(1427) RisklQ Threat Intelligence Port...

i
B B

attribute: 2020-05-29 attribute: NameSilo, LLC

attribute: Domain Administrator event: (797) Suspicious domains extrapolated...

attribute: 184.168.221.36

£
aftripute: £001-06-28 attribute: TLDS L.L.C. d/b/a SRSPlus
MISP i attribute: +3478717726
attribute: 184.72.254.125
event: (1439) Extended ObliqueRat Research 93'*’1 Source - T1153
MISP
galaxy: @eration C-Major &
event: (1437) httpsJ/bIog.talosintelligence.ta g: RAT
5 MISP
galaxy: One tag: maldoc
event: (150) OSINT Expansion on Systematic c...
£ all
i : .183.98. tag: APT
attribute: 185.183.98.18214701 g attribute: 184.73.167.20 @
galaxy: Malware

attribute: 184.72.238.223
https://rsalab.threattracking.com/
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#RSAC

How Can Threat Hunters Leverage the Attack Surface

Hands-on Lab

https://blog.talosintelligence.com/2021/02/obliquerat-new-
campaign.html

 Check Indicators in MISP

* micrsoft[.]Jddns.net
e yvepp|[.]Jddns.net:4315
e 185[.]183.98.182:4701

* Any hits on those indicators?

https://rsalab.threattracking.com/
DRISKIQ, RSAConference2021
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#RSAC

How Can Threat Hunters Leverage the Attack Surface

= &&RlSP '(/ Y + Add Ons d

ObliqueRAT returns with new campaign
using hijacked websites

RAT APT ObliqueRAT SecureX Malware Talos ® .
Public Indicators

Haloe
\ g i
‘\ -

Description  Public Indicators (29)

URLs (11)

hxxp//drivestransfer.com/myfiles/dinner%20invitation.doc/win10/di

nner%20invitation.doc Manual Enrichment

1T
:

hxxp//iiaonline.in/111.jpg

)
2
g
H
!

hxxp:/fiiaonline.in/111.png

hxxp://ilaonline.in/9999.jpg

ﬁ
g
H
) B E s
8 N
ol

hxxp:/fiiaonline.in/camela.bmp

IP Port Combinations (1)

Automated Enrichment @ Output

(® Threat Intelligence Portal
SHA-256 Hashes (13)

(® DNS Dumpster
0196bc9ac3db6f02cfa97323c8fcebcc7318b8f8fadb3e73bdf79
1b3c541964

https://rsalab.threattracking.com/

ORISKIO
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#RSAC

How Can Threat Hunters Leverage the Attack Surface

e |s that all?

* What is your next step as a Threat Hunter?
* Find related infrastructure

https://community.riskig.com/search/185.183.98.182

@ R l S K ‘ () Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Be éga m . n RSACO N fe rence 20 2 :l'
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https://community.riskiq.com/search/185.183.98.182

#RSAC

PassiveTotal Investigation

e Hands-on Lab

* https://community.riskig.com
* Account: rsalab-01@threattracking.com
* Password: RSAriskiq!1-01

Initial Search ObliqueRAT
https://community.riskig.com/article/f6ee031b/description

https://community.riskig.com

. n i
Q R l S K ‘ )Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Be éga m . n RSACO N fe rence 20 2 :l'
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mailto:rsalab-01@threattracking.com
https://community.riskiq.com/article/f6ee031b/description

#RSAC

Search for IP address 185([.]183.98.182

ORiskia [CREEEEELE wwe G &

¥ ANALYST INSIGHTS

ZEN Infrastructure Routable

AAAAAAAA

https://community.riskiq.com/search/185.183.98.182

@ R I S K ‘ O Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Be :Oa m . n RSACO N fe rence 2 O 2 :l'
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#RSAC

Search for IP address 185([.]183.98.182

@) RISKIQ Q 185.183.98.182

Open Port Last Detected 6 days ago Infrastructure Routable

Is the investigation over?

https://community.riskig.com/search/185.183.98.182
RSAConference?2021

ORrRiskiQ | 3 .
Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 . .
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#RSAC

Search for IP address 185[.]183.98.182

= @RlSKl 5.183.98.182 luminate 55 €F o

¥ ANALYST INSIGHTS

What is the paths forward in this investigation?

https://community.riskig.com/search/185.183.98.182

Q R I S K ‘ () Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Be :28 m . n RSACO N fe rence 20 2 :l'
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#RSAC

Search for IP address 185([.]183.98.182

@RISKIO Q 185.183.98.182

AS60117 - HS
Host Sailor Ltd

185.183.98.0/24

. Routable Host.Sailor Categorize
Windows | I _ 0 c

Query Results

v ANALYST INSIGHTS

‘Open Port Last Detected 6 days ago Infrastructure Routable

v HEATMAP

DATA
° 2 7 o B o 1 °

Resolutions ~ Whois  Certificates = Trackers ~ Components ~ HostPais = OSINT  Hashes

CHANGE HISTORY

Current Record
229929825c98c3aa7aBba2c68bScasbfSEada2fe

CERTIFICATE

Current Record

3030:41018 SHA-1 229929825c90c3aa7a0ba2c68b5casbi56ada2fe
FId0edaranbons? Serial Number 43459344822615912149860527237099128284
2020-11-11 Issued 2020-11-16
18£d89689074bse

Expires 2021-05-18
2020:06:12 . 2 A Common Name WIN-BLO1ILA7JMV (subject)

WIN-BLO1ILA7IMV (issuer)

2020080 ik G Atermative Names

Organization Name
2020-04-15
53429¢33ce92b087 294594 SSL Version 3
T Organization Unit
9c370cbd91Schect? Street Address

Locality

State/Province

Country

Services & SSL

0

Reverse DNS

21

o o 1

Projects  Cookies = CrowdStrike S

Other Service

Windows Remote Desktop Q

3389 : Remote Access

Response

TCP

Open

Response Seen 42 Times | 2021-03-87 — 2021-04-14 | Last Scanned 2021-04-14

220-FileZilla Server 0.9.60 beta
22@-written by Tim Kosse (tim.kosse@filezilla-project.org)
220 Please visit https://filezilla-project.org/

TCP

Seen 826 Times | 2817-81-14 — 2021-04-14 | Last Scanned 2021-04-14

—
-—

Q Q SYN / ACK HANDSHAKE ONLY

Certificates‘

https://community.riskig.com/search/185.183.98.182
ORrRiskiO
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#RSAC

Search for IP address 185(.]183.98.182

* What are the steps used to find related infrastructure?
e SSL Certificates common issuer name
* Historical IP address overlap
* PDNS records on IP addresses that were found

* How can you speed up your investigation?
* How can you make the investigation easily repeatable?

https://community.riskig.com/search/185.183.98.182

~ N
( ®
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#RSAC

Scaling Investigations with Scripts using APIs

Open your browser and visit the following URL
https://www.riskig.com/threat-hunting-resources/

Under Other Resources
Download the RSALab zip file

ORiskiC @
' Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Beniamin RSACO N ]Ce rence 2 O 2 :l.
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#RSAC

Scaling Investigations with Scripts using APIs

Start Jupyter Notebook
Open Notebook file RSA-ObligueRat
Credentials have been preloaded to make it easier for you to use.

These credential can be changed to use your own PassiveTotal API
credentials once the class is over.

~
@ R l S K ‘ () Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Be n ,a m . n RSACO N fe rence 202 :l'
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#RSAC

Scaling Investigations with Scripts using APIs

Now have a list of indicators with reputation scores
good, neutral, suspicious, and malicious

import all indicators that are suspicious and malicious back into MISP

ORiskiC @
' Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 Beniamin RSACO N ]Ce rence 2 O 2 :l.
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#RSAC

How Can Threat Hunters Leverage the Attack Surface

e Tasks

* Import API suspicious and malicious indicators
* View Correlation Relationship Map

Hosted MISP http://rsalab.threattracking.com. Account: rsalab-XX Password: RSAriskiq!1
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http://rsalab.threattracking.com/

#RSAC

Correlation Map to Attack Surfach

event:(481) Blueliv Vawtrak v2

pnt:-(627) 2017-05-16 Malspam Emailing:###--.

—er

(1426) [Attack Surface ] - Russian

. .. .

= ]
tag: Phishing
dl n event: (1438) Dark Crystal giaxy: DNS - T1071.004
laxy: YouTub :
galaxy. Youlube tag: RAT galaxy: Ghostwriter
W #
tag: Backdoor
6 i . alaxy: Assembl
galaxy: Other attribute: cmd-exe atiribute: svchostexe o %

dl galaxy: DCRat “

event: (1197) RegretLocker - VMRay Analyzé’r' R,

laxy: Malware 1
| MISP |

https://rsalab.threattracking.com/ i
event: (1047) VMRay Analyzer Report for Sampl... event: (1361) C2 With It All: From Ransomware...

ORriskiq 49 RSAConference?2021
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#RSAC

Improving Visibility in the Attack Surface Capabilities

* Flow Data — NetFlow, sFlow, IPFIX

Date flow start Duration Proto Src IP Addr:Port Dst IP Addr:Port Packets Bytes Flows
2010-09-01 00:00:00.459 0.000 uDP 127.0.0.1:24920 -> 192.168.0.1:22126 1 46 1
2010-09-01 00:00:00.363 0.000 uDP 192.168.0.1:22126 -> 127.0.0.1:24920 1 80 1

ElastiFlow — free and paid options available

* Network Performance and Security Analytics for
 https://www.elastiflow.com

ElastiFlow Configuration

EF_FLOW_OUTPUT_RISKIQ_CUSTOMER_ENCRYPTION_KEY:

Q R l S K ‘ () Account: rsalab-01@threattracking.com Password: RSAriskiq!1-01 20 RSACO N fe rence 2 O 2 :l'



#RSAC

Improving Attack Surface Capabilities

& elastic
— . Dashboard = ElastiFlow: Threats Full screen Share Clone
B v  Search KQL v Last 6 hours Show dates G Refresh
& | flow.server.l4.port.name: telnet (TCP/23) X |+ Add filter
Overview | Top-N | Threats | Flows | Geo IP | AS Traffic | Exporters | Traffic Details | Flow Records .
F ElastiFlow
/4
{\Flow Exporter Flow Records Hi ﬂ ;C ® Conversations 2
Select.. v 269 5 s ® SERVICE SCANNER 0
d , ® COMMAND AND CONTROL ... 1
as s ® ATTACK 0
AService S T 5 ® SCANNER 0
25 4
telnet (TCP/23) [ . 5 \ ® REPUTATION 0
Conversations = B s ;
121 ' ' B
TCP Flags 05 ;
N g . | | .
Select... bt 08:30 07:00 07:30 08:00 0830 09:00 09:30 10:00 10:30 11:00 1130 12:00
per 5 minutes
™ Export N Export N Export
Top IP Rep i v~ Conversati v Public Threats ~ IP Address ~ Conversations v High-Risk Clients - IP Address v~ Conversations ~
DDOS 92 205.185.120.201 205.185.120.201 6 205.185.120.201 205.185.120.201 3
REPUTATION 26 45.148.10.50 45.148.10.50 6 45.148.10.50 45.148.10.50 3
SCANNER 22 103.145.13.13 103.145.13.13 2 47.232.134.156 47.232.134.156 2
ATTACK 19 47.232.134.156 47.232.134.156 2 103.145.13.13 103.145.13.13 1
COMMAND AND CONTR... 16 1.15.183.177 1.15.183.177 1 it 104.206.128.18 104.206.128.18 1
No results found
SERVICE SCANNER 9 1.186.207.189 1.186.207.189 1 104.206.128.22 104.206.128.22 1
104.140.188.2 104.140.188.2 1 106.246.190.22 106.246.190.22 1
104.206.128.18 104.206.128.18 1 106.52.35.48 106.52.35.48 1
104.206.128.22 104.206.128.22 1 110.249.44.167 110.249.44.167 1
104.206.128.38 104.206.128.38 1 112.196.32.182 112.196.32.182 1
1 2:3 .4 5 62 > 3 2 3 4 5 8 >

ORrIsKIQ
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Elastiflow Quick Demo

#RSAC

& elastic
— . Dashboard = ElastiFlow: Threats Full screen Share Clone
B v  Search KQL v Last 6 hours Show dates G Refresh
& | flow.server.l4.port.name: telnet (TCP/23) X |+ Add filter
Overview | Top-N | Threats | Flows | Geo IP | AS Traffic | Exporters | Traffic Details | Flow Records .
F ElastiFlow
/4
{\Flow Exporter Flow Records Hi ﬂ ;C ® Conversations 2
Select.. v 269 5 s ® SERVICE SCANNER 0
d , ® COMMAND AND CONTROL ... 1
as s ® ATTACK 0
AService S T 5 ® SCANNER 0
25 4
telnet (TCP/23) [ . 5 \ ® REPUTATION 0
Conversations = B s ;
121 ' ' B
TCP Flags 05 ;
N g . | | .
Select... bt 08:30 07:00 07:30 08:00 0830 09:00 09:30 10:00 10:30 11:00 1130 12:00
per 5 minutes
™ Export N Export N Export
Top IP Rep i v~ Conversati v Public Threats ~ IP Address ~ Conversations v High-Risk Clients - IP Address v~ Conversations ~
DDOS 92 205.185.120.201 205.185.120.201 6 205.185.120.201 205.185.120.201 3
REPUTATION 26 45.148.10.50 45.148.10.50 6 45.148.10.50 45.148.10.50 3
SCANNER 22 103.145.13.13 103.145.13.13 2 47.232.134.156 47.232.134.156 2
ATTACK 19 47.232.134.156 47.232.134.156 2 103.145.13.13 103.145.13.13 1
COMMAND AND CONTR... 16 1.15.183.177 1.15.183.177 1 it 104.206.128.18 104.206.128.18 1
No results found
SERVICE SCANNER 9 1.186.207.189 1.186.207.189 1 104.206.128.22 104.206.128.22 1
104.140.188.2 104.140.188.2 1 106.246.190.22 106.246.190.22 1
104.206.128.18 104.206.128.18 1 106.52.35.48 106.52.35.48 1
104.206.128.22 104.206.128.22 1 110.249.44.167 110.249.44.167 1
104.206.128.38 104.206.128.38 1 112.196.32.182 112.196.32.182 1
1 2:3 .4 5 62 > 3 2 3 4 5 8 >

ORrIsKIQ
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#RSAC

Improving Attack Surface Capabilities

* We have already loaded flow data into MISP for you.
* Tasks

* Do you see any traffic to or from the ObliqueRAT indicators?
* View Correlation Relationship Map

Hosted MISP http://rsalab.threattracking.com. Account: rsalab-XX Password: RSAriskiq!1

A
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http://rsalab.threattracking.com/

#RSAC

How can we leverage the external attack surface to
enhance your investigations?

* Bridging the inside events and investigations with external sources and
attack surfaces.

* Filtering OSINT with your own External Attack Surface to determine
priorities and risks from exposures

* Filtering OSINT with your partners External Attack Surface to determine
their risk and your potential exposures

* Leveraging threat actor’s attack surfaces based upon TTPs and threat actor
finger printing.

* Determining the overlap in Threat Actor’s Attack Surfaces and your own
attack surface.

* Overlaying the map of the internet with the traffic of the internet to
determine targets, victims, and attackers.
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#RSAC

Thank You

- N\ ( ®
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