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How will You Apply this information to your 
organization and career?

2

Complete the “equation” for attendees:

Educate + Learn = Apply

How to apply this in the 
office = critical to justify 

attendance
Attendee role as studentYour role as instructor

We will demonstrate and give you 
skills to immediately improve your 
overall investigations with an 
enhanced perspective

Your role as a student is to ask 
questions and verify that you can 
apply the knowledge you gain in 
your investigations

You will be able to demonstrate new 
skills, experience running freely 
available tools.  You will be able to 
demonstrate smarter, faster, and 
more accurate investigations skills.

Benjamin
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Provide an “Apply” Slide – Part 2
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When we are complete today:
• You will be able to understand your organizations own External Attack and how you can leverage it to enhance your 

investigations.
Warning!!

• You will be investigating real bad things. Which include live, real-time observations from the internet.
• We will share online resources (e.g., IP addresses, domain names) that are dangerous and pose a clear 

and present danger. 
• We ask our participants to use their best judgment and minimize unnecessary risk while interacting with 

malicious systems lab exercises.
Tools
• We will be utilizing browser-based apps except when creating and running scripts.  
• Screen sharing will be used.  We encourage questions to make this workshop interactive.  
• Below are tools that might need to be installed on your computer for small parts of some exercises.  Don’t 

worry if you do not have the tools installed everything will be demonstrated and slides will be provided to 
everyone.
• Python3 https://www.python.org/downloads/mac-osx/
• Jupyter Notebook https://jupyter.org/
• MISP

Benjamin

https://www.python.org/downloads/mac-osx/
https://jupyter.org/
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Tools to use in the exercises today
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During the investigations we will be using the following tools.  
Please bookmark the following websites.
• RiskIQ PassiveTotal https://community.riskiq.com
• Python3 https://www.python.org/downloads/mac-osx/
• RiskIQ.SunBurst.Hunter

https://github.com/NoDataFound/RiskIQ.SunBurst.Hunter
• Jupyter Notebook https://jupyter.org/
• Library for RiskIQ PassiveTotal and Illuminate API 

https://pypi.org/project/passivetotal/
• MISP http://rsalab.threattracking.com/
• Lab Files https://www.riskiq.com/threat-hunting-resources/rsalab

Benjamin

https://community.riskiq.com/
https://www.python.org/downloads/mac-osx/
https://github.com/NoDataFound/RiskIQ.SunBurst.Hunter
https://jupyter.org/
https://pypi.org/project/passivetotal/
http://rsalab.threattracking.com/
https://www.riskiq.com/threat-hunting-resources/
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Benjamin Powell
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Director of Technical Marketing (CEH)

Background

• Worked in IT for over 30 years.

• Focused on Security for over 14 years.

• I have personally worked in IT in the following industries:

• State government

• International Airport

• Port District

• Education

• Biotech

• Financial services

• Manufacturing

• Software development 

Fun Fact:

Be careful when you tell people in 
IT your hobby is spearfishing.  

Benjamin
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Corian (Cory) Kennedy
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Principal Vulnerability Researcher
Background

• Hunter for advanced threat actors at internet scale targeting critical infrastructure and 
across all sectors

• Contributor to intelligence sharing frameworks (code and processes) including work with the 
National Defense ISAC is the Information Sharing and Analysis Center for the Defense 
Industrial Base

• HaKCer since 87

• 19 years working with Red, Blue and Purple Teams

• Founder SecKC.org
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Investigation Methodologies we will be using today
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• Leveraging the attack surface to enhance investigations
• Attack surfaces can be your organizations, partner, and even a threat 

actors
• Filtering Indicators against the attack surface for relevance to take the 

appropriate action in your investigations.

Benjamin
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Why is Attack Surface Intelligence Important
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Salesperson or Management
• I just read that there is a new 

Exchange Vulnerability our 
today.  
• Are we ok?
• Are we patched?
• What about our partners?
• How bad is the attack?

Benjamin
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Entry

Security Gap Internal Security Controls and Spend 

Delivery Exploitation Installation C&C / 
Actions

Detect
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ST $

Deep & Dark Web Open Web

Cyber Kill Chain

Benjamin



#RSAC

Account: rsalab-01@threattracking.com   Password: RSAriskiq!1-01 10

Entry

Internal Security Controls and Spend 

Delivery Exploitation Installation C&C / 
Actions

Detect

External Threat Exposure

Recon Setup WeaponizationPlanningDiscussionCO
ST $

Deep & Dark Web Open Web

DOMAIN
REGISTERED
Typosquatted domain
purchased, but no email 
capability or web content 
associated

DOMAIN
PARKED
Domain resolves to a 
parked page.  Owner 
generates revenue off 
of ads

EMAIL
CAPABLE
SPF or MX record added 
to the domain’s DNS 
records

SITE UNDER
CONSTRUCTION
Un-parked, partially setup 
phishing page

PHISH ATTACK
Phishing page is live, 
email campaigns send 
traffic

INCIDENT
RESPONSE
Phish blocked in browser blacklist,
Domain name suspended; site taken 
down by hosting provider

DISCUSSION
ON TARGETS
Treat Actors discuss 
potential targets and 
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Treat Actors discuss 
compromised hosts on 
targets network

Proactive Security
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Benjamin
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Continuously Monitoring Threats Over Time

Potential Threat High Risk

DOMAIN
REGISTERED
Typosquatted domain
purchased, but no email 
capability or web content 
associated

DOMAIN
PARKED
Domain resolves to a 
parked page.  Owner 
generates revenue 
from of ads

EMAIL
CAPABLE
MX or SPF record added 
to the
domain’s DNS records

SITE UNDER
CONSTRUCTION
Un-parked, partially setup 
phishing page

PHISH ATTACK
Phishing page is live, 
email campaigns send 
traffic

INCIDENT
RESPONSE
Phish blocked in browser blacklist,
Domain name suspended; site taken 
down by hosting provider

WHOIS UPDATE
Domain WHOIS records 
updated to reflect new 
ownership

NEW SUBDOMAIN
ADDED
login.acme.com hostname 
created

CONTENT
CHANGE
Official logo detected 
on page on new host

M       T       T       F       S       S       M       T       W       T       F       S       S       M       T       W    T       F       S

Attack,
Mitigation

Post-Resolution
Monitoring

Potential 
Threat High Risk

Benjamin
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Attackers Can’t Avoid the Internet

12

1. Actions on the Internet emit signals
2. Signals are ephemeral and go unnoticed unless someone’s 

listening
3. Captured signals can expose stages/elements/infrastructure of an 

attack
4. Exposed elements can destroy operations or render them less 

effective
5. Destroyed operations is money wasted

Benjamin
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Attackers Can’t Avoid the Internet
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Threat Actor Targeted User

Internet Signals Emitted

Benjamin
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Attackers Can’t Avoid the Internet
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Threat Actor Targeted UserInternet Signals Emitted
● IP addresses
● Network blocks
● Autonomous systems (ASN)
● Internet service providers (ISP)

Threat Actor on the internet

Benjamin
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Attackers Can’t Avoid the Internet

15

Threat Actor Targeted UserInternet Signals Emitted
● User IP addresses
● User network blocks
● User autonomous systems (ASN)
● User internet service providers (ISP)
● Email provider
● Email subject
● Email body

Threat Actor Creates Email

● Email body
● Email attachment
● Email headers
● Email language
● Email date/timestamp

Benjamin
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Attackers Can’t Avoid the Internet

16

Threat Actor Targeted UserInternet Signals Emitted
● User IP addresses
● User network blocks
● User autonomous systems (ASN)
● User internet service providers (ISP)
● Email provider
● Email subject
● Email body

● Email body
● Email attachment
● Email headers
● Email language
● Email date/timestamp
● Transit IP addresses
● Transit network blocks
● Transit times

Phishing
Email

Threat actor sends phishing email message 

Benjamin
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Attackers Can’t Avoid the Internet

17

Threat Actor Targeted User

Internet Signals Emitted
● User IP addresses
● User network blocks
● User autonomous systems (ASN)
● User internet service providers (ISP)
● Email provider
● Email subject
● Email body

● Email body
● Email attachment
● Email headers
● Email language
● Email date/timestamp
● Transit IP addresses
● Transit network blocks
● Transit times

● Transit autonomous systems (ASN)
● Read date/timestamp
● Read notification 
● Reader host operating system
● Reader location

Phishing
Email

Targeted user receives phishing email message 

Benjamin
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Signals at your disposal to the community

18

• Globally-placed sensors and proxies
• Headless web crawlers performing billions of requests a day
• Regular IPv4 internet scans for ports and data
• Mined open-source intelligence and results

Passive
DNS

WHOIS

SSL
Certs

Trackers

Host
Pairs

Host
Details

Cookies

OSINT

Hashes

DOM

HTTP
Headers

Console
Logs

Open
Ports

Exposed
Services

Benjamin



#RSAC

Account: rsalab-01@threattracking.com   Password: RSAriskiq!1-01

Caveats to Threat Infrastructure Analysis
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• All data sources have a bias
• Gaps in collection, specific processes, time zone skews, etc.

• Connection != Solid Analytical Lead (SAL)
• Analysts must apply their experience and evaluate the results
• SAL should be backed up with multiple points-of-proof (PoP)

• Process is not static
• Infrastructure can change at any moment
• Requires constant monitoring and analysis to remain accurate

Benjamin
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Why Apply Threat Infrastructure Analysis Inside 
Your Organization?
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• Proactively identify threats
• Related infrastructure (reuse of unique details)
• Uncover overlap in targeting (verticals, individual, etc.)

• Assess potential threats
• Historical context (who did they target, when, etc.)
• Measure capabilities -Tactics, Techniques and Procedures (TTPs)

• Identifies gaps inside your organization
• Do you have enough to inform your own investigations?
• Can you deploy your own sensors and collection?
• Is there existing data not being leveraged?

Benjamin



#RSAC

Account: rsalab-01@threattracking.com   Password: RSAriskiq!1-01

How to Build an Attack Surface
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• Tribal knowledge from multiple tribes
• Spreadsheets
• WHOIS information
• External DNS servers 
• SSL Certificate information associated with IP addresses
• ASNs
• Port Scanning of IP addresses
• Vulnerability Scanner
• Or use a tool that can create it for you

Benjamin & Cory
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How did we create the attack surface today
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• Combination of WHOIS, PDNS, DNS Name Server Information, Web 
Components, SSL Certificates associated with IP addresses, Port 
information.

• Today we will be using the public internet accessible attack surface for 
Aeroflot-Russian Airlines.

Benjamin & Cory
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Login to RiskIQ PassiveTotal
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https://community.riskiq.com/

Username: rsalab-01@threattracking.com
Password: RSAriskiq!1-01

Aeroflot-Russian Airlines
https://community.riskiq.com/attack-surfaces/371662

Benjamin

https://community.riskiq.com/
mailto:rsalab-01@threattracking.com
https://community.riskiq.com/attack-surfaces/371662
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Downloaded the Attack Surface

24
Benjamin
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Preparing the data for MISP
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• Importing the individual sheets of data (AS, Domain, IP_Block, 
IP_Address, Host, SSL_Cert, Contact)

• Enriching the attack surface inside of MISP

• Enriching the attack surface via API Calls to RiskIQ PassiveTotal

Cory
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Cory

https://www.riskiq.com/threat-hunting-resources/

Under Other Resources
Download the RSALab zip file

26

https://github.com/NoDataFound/RiskIQ.SunBurst.Hunter

Usage

$ python RiskIQ.Sunburst.Hunter.py

All menu selections provide additional instruction.

File uploads require full path, unless file for upload resides in 
the running directory.  

Otherwise just enter filename 'file.txt’ 

Sunburst Hunter Commands to enrich data
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What is MISP

27

MISP - Open-Source Threat Intelligence Platform & Open Standards For 
Threat Information Sharing

• https://www.misp-project.org/

• We have created an instance that we will use in the labs
• https://rsalab.threattracking.com/

Cory

https://rsalab.threattracking.com/
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Hosted MISP https://rsalab.threattracking.com/

28

• We have created accounts for everyone to use.  An attack surface has 
already been loaded for you to use in the labs.

• Account information will be
• Account: rsalab-01@threattracking.com
• Password: RSAriskiq!1-01

Cory

https://rsalab.threattracking.com/
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Hosted MISP http://rsalab.threattracking.com
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• View Correlation Relationship Map to see your attack surface

Cory

https://rsalab.threattracking.com/
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What Can I Do With My Attack Surface
(Red / Blue / Purple Teams)
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• Is an OSINT article relevant to my organization?
• Do we have the vulnerability that was published OSINT article?

Cory and Benjamin
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What Can I Do With My Attack Surface 
(Red / Blue / Purple Teams)
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Hands-on LAB
• Is an OSINT article relevant to my organization?
• Do we have the vulnerability that was published OSINT article?

• Tasks
• Import 2 OSINT Articles
• View Correlation Relationship Map

Cory

https://www.fireeye.com/blog/threat-research/2020/05/analyzing-dark-crystal-rat-backdoor.html
https://community.riskiq.com/article/f990eb3b

https://rsalab.threattracking.com/

https://community.riskiq.com/article/f990eb3b
https://community.riskiq.com/article/f990eb3b
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Correlation Map to Attack Surface

32
Cory

https://rsalab.threattracking.com/
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OSINT -> Attack Surface -> MISP -> Impact -> Action

33
Cory
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How Can Threat Hunters Leverage the Attack Surface

34

Hands-on Lab
https://blog.talosintelligence.com/2021/02/obliquerat-new-
campaign.html
• Tasks
• Import OSINT article indicators
• View Correlation Relationship Map

Cory

https://rsalab.threattracking.com/

https://blog.talosintelligence.com/2021/02/obliquerat-new-campaign.html
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Correlation Map to Attack Surface

35
Cory

https://rsalab.threattracking.com/
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How Can Threat Hunters Leverage the Attack Surface

36

Hands-on Lab
https://blog.talosintelligence.com/2021/02/obliquerat-new-
campaign.html
• Check Indicators in MISP
• micrsoft[.]ddns.net
• yepp[.]ddns.net:4315
• 185[.]183.98.182:4701

• Any hits on those indicators?

Cory

https://rsalab.threattracking.com/
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How Can Threat Hunters Leverage the Attack Surface
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https://rsalab.threattracking.com/
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How Can Threat Hunters Leverage the Attack Surface
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• Is that all?
• What is your next step as a Threat Hunter?
• Find related infrastructure

https://community.riskiq.com/search/185.183.98.182

Benjamin

https://community.riskiq.com/search/185.183.98.182
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PassiveTotal Investigation
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• Hands-on Lab

• https://community.riskiq.com
• Account: rsalab-01@threattracking.com
• Password: RSAriskiq!1-01

Initial Search ObliqueRAT
https://community.riskiq.com/article/f6ee031b/description

https://community.riskiq.com

Benjamin

mailto:rsalab-01@threattracking.com
https://community.riskiq.com/article/f6ee031b/description
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Search for IP address 185[.]183.98.182

40

https://community.riskiq.com/search/185.183.98.182

Benjamin
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Search for IP address 185[.]183.98.182

41

https://community.riskiq.com/search/185.183.98.182

Is the investigation over?

Benjamin
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Search for IP address 185[.]183.98.182
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https://community.riskiq.com/search/185.183.98.182

What is the paths forward in this investigation?

Benjamin



#RSAC

Account: rsalab-01@threattracking.com   Password: RSAriskiq!1-01

Search for IP address 185[.]183.98.182

43

https://community.riskiq.com/search/185.183.98.182

Services & SSL Certificates

Benjamin
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Search for IP address 185[.]183.98.182

44

• What are the steps used to find related infrastructure?
• SSL Certificates common issuer name
• Historical IP address overlap
• PDNS records on IP addresses that were found

• How can you speed up your investigation? 
• How can you make the investigation easily repeatable?

https://community.riskiq.com/search/185.183.98.182

Benjamin



#RSAC

Account: rsalab-01@threattracking.com   Password: RSAriskiq!1-01

Scaling Investigations with Scripts using APIs
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Open your browser and visit the following URL

https://www.riskiq.com/threat-hunting-resources/

Under Other Resources
Download the RSALab zip file

Benjamin
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Scaling Investigations with Scripts using APIs
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Start Jupyter Notebook
Open Notebook file RSA-ObliqueRat
Credentials have been preloaded to make it easier for you to use.
These credential can be changed to use your own PassiveTotal API 
credentials once the class is over.

Benjamin
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Scaling Investigations with Scripts using APIs

47

Now have a list of indicators with reputation scores
good, neutral, suspicious, and malicious

import all indicators that are suspicious and malicious back into MISP 

Benjamin
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How Can Threat Hunters Leverage the Attack Surface

48

• Tasks
• Import API suspicious and malicious indicators
• View Correlation Relationship Map

Hosted MISP http://rsalab.threattracking.com. Account: rsalab-XX Password: RSAriskiq!1 

http://rsalab.threattracking.com/
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Correlation Map to Attack Surface

49
Cory

https://rsalab.threattracking.com/
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Improving Visibility in the Attack Surface Capabilities
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• Flow Data – NetFlow, sFlow, IPFIX

ElastiFlow – free and paid options available
• Network Performance and Security Analytics for 
• https://www.elastiflow.com
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Improving Attack Surface Capabilities

51
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Elastiflow Quick Demo

52
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Improving Attack Surface Capabilities

53

• We have already loaded flow data into MISP for you.
• Tasks
• Do you see any traffic to or from the ObliqueRAT indicators?
• View Correlation Relationship Map

Hosted MISP http://rsalab.threattracking.com. Account: rsalab-XX Password: RSAriskiq!1 

http://rsalab.threattracking.com/
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How can we leverage the external attack surface to 
enhance your investigations?

54

• Bridging the inside events and investigations with external sources and 
attack surfaces.
• Filtering OSINT with your own External Attack Surface to determine 

priorities and risks from exposures
• Filtering OSINT with your partners External Attack Surface to determine 

their risk and your potential exposures
• Leveraging threat actor’s attack surfaces based upon TTPs and threat actor 

finger printing.
• Determining the overlap in Threat Actor’s Attack Surfaces and your own 

attack surface.
• Overlaying the map of the internet with the traffic of the internet to 

determine targets, victims, and attackers.
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Thank You


